TrustSniffer Assessed 2026-08-18
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is 10kstartups-pour-changer-le-monde.fr a scam? TrustSniffer's high-
risk assessment: 2/100

10kstartups-pour-changer-le-monde.fr

Verdict
b 10kstartups-pour-changer-le-monde.fr shows high-risk / scam indicators.
2 This assessment found strong scam indicators. Do not pay, sign in, or
OUT OF 100 share personal details with this site.
(Sensitive Interaction Risk) (Governance Risk)
CRITICAL RISK Assessed 2026-08-18 by automated analysis. Classification confidence 75%.
What this site appears to be A French-language affiliate comparison of offshore online casinos optimized for

mobile; lists dozens of operators with ratings, large welcome bonuses, payment
options (including crypto), and warnings that these operators are not ANJ-
authorised for France. The site discloses affiliate commissions and provides
responsible-gambling resources.

Evidence status and limitations

Evidence completeness:

e The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines 2 flagged it
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age 1.0 years old CLEAR
Registered history

Web archive Archived since 2021 CLEAR

409 snapshots



Certificate Encrypted connection

Issued by WE1

The page as captured

https://10kstartups-pour-changer-1le-monde.fr/

Casino France

Casino en ligne fiable France
- acces mobile

What 10kstartups-pour-changer-le-monde.fr served when TrustSniffer captured it on 2026-08-18. The page may look different now.
Key findings

Automated classification: Sensitive Interaction Risk.

Domain age: 1 to 3 years (registration continuity).

Public web-archive history exists since 2021.

At least one reputation service TrustSniffer consulted had flagged this domain at assessment time.

Full analysis

Overview

This French-language website presents itself as an affiliate comparison and review service for offshore online
casinos accessible from France, emphasizing mobile compatibility, welcome bonuses, payment methods
including cryptocurrency, foreign licensing information, and responsible-gambling guidance. Its apparent
business model is referral-based, with affiliate commissions disclosed when visitors follow links to listed
operators.

Scam/Impersonation Risk

The site presents a critical sensitive-interaction risk. External reputation checks recorded a blacklist hit
together with multiple malicious and suspicious detections; this is a direct contradiction to treating the domain as
a trusted destination, even though no specific brand impersonation or conflicting legal-entity identity was
identified. The homepage promotes unusually large offers, including 450% bonuses up to €5,000, 800%
bonuses up to €10,000, 200% up to $30,000, free spins, cashback, and one offer described as having no



wagering requirement. The comparison model directs users toward gambling operators before any service is
received, and the analysis identified evidence gaps around high-stakes claims, crypto payment handling, and
the flow of value through referrals. The site's own warnings that the listed casinos operate outside the French
regulatory framework do not neutralize these interaction risks.

EVIDENCE

» The homepage lists offshore casino operators with bonus claims including 450% up to €5,000, 800% up
to €10,000, and 200% up to $30,000.

« The homepage and comparison content direct visitors toward third-party casino deposits and payment
methods, including cryptocurrency.

« External reputation checks recorded 2 malicious detections, 2 suspicious detections, and a blacklist hit
for the domain.

» Archive records show 409 snapshots spanning 2021-2026, with 6 years tracked.

Regulatory Verification Notes

The website's legal and informational pages provide some relevant disclosure: the homepage states that the
promoted casinos operate under foreign licences outside the framework of France's ANJ, and the site includes
About Us, Terms and Conditions, Contact Us, and Responsible Gambling pages. It also discloses an affiliate-
commission relationship. However, the available material does not independently establish the operator's
identity or provide a verified licence or registration reference for the comparison service itself. The site should
therefore be treated as promotional affiliate content rather than as a regulated gambling operator or regulatory
authority. No matching third-party broker profile was identified, but that is contextual information and not a
licensing determination.

EVIDENCE

« The homepage describes the service as a comparison of offshore casinos and expressly states that
they are outside the ANJ framework.

» The About Us, Terms and Conditions, Contact Us, and Responsible Gambling pages are present.
» The site discloses affiliate commissions associated with referrals to listed operators.

» The site's transport encryption uses a DV certificate, which authenticates encrypted transport but does
not establish regulatory status or operator identity.

What to Verify Next

Before any account creation, deposit, or referral interaction, the relevant French regulatory position and each
individual casino's claimed licence should be checked directly with the applicable official registry or regulator.
The terms for bonus eligibility, wagering, withdrawals, disputes, and geo-restrictions should be reviewed on the
destination operator's own legal pages rather than relying on the comparison summaries. Payment protections,
chargeback availability, cryptocurrency irreversibility, and the independent validity of the site's contact channels
should also be established through authoritative or offline sources.



EVIDENCE

» The homepage provides operator comparisons and bonus descriptions but does not itself establish a
verified licence for the comparison service.

» The Terms and Conditions and Responsible Gambling pages identify the site's stated governance and
user-protection framework for review.

» The listed operators' own terms and licence records are the appropriate sources for withdrawal,
wagering, and jurisdiction checks.

Summary Verdict

The overall posture is critical, with the available evidence unsuitable for treating the website as a trusted venue
for credentials, deposits, or other sensitive financial interaction. Its informational content and stated disclosures
do not outweigh the contradiction-based reputation findings and the unresolved identity and governance
concerns.

Infrastructure Integrity

The website is protected by Cloudflare's CDN/WAF, and the observed addresses are CDN edge infrastructure
rather than independently exposed origin infrastructure. This provides a mitigating layer against direct network
exposure but is not evidence of legitimacy; the valid certificate similarly supports encrypted transport only.

EVIDENCE
» Served from AS13335 (CLOUDFLARENET - Cloudflare, Inc., US); observed edge IP 104.21.27.97.
o TLS certificate issued by WE1 (DV), valid to 2026-11-09T15:07:51+00:00.

» Four observed IP addresses were Cloudflare edge addresses, with 0 likely origin IPs identified.

Closing Assessment

Prospective users should restrict activity to passive review and independently validate the relevant
counterparties, licensing, payment protections, and official contact channels before undertaking any account,
deposit, or other financial action.

Written analysis generated 2026-08-18 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, analysis engine.

01 Governance Risk

« The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE

02 Sensitive Interaction Risk

« The analysis matched a pattern TrustSniffer treats as a direct threat to a visitor.

Analysis engine signal:direct_threat




Identity verification

Status
Identity score

Identity verification confidence

« No on-site identity signals detected

UNVERIFIED

30/100

50%

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of 10kstartups-pour-changer-le-monde.fr.

» The request stayed on 10kstartups-pour-changer-le-monde.fr. It was not redirected to another domain.

» Registration is published under Hosting Concepts B.V. d/b/a Openprovider.
« DNS for this domain is served by cloudflare.com, across 2 name servers.

« The registration is paid up to 2027-08-06.

» The earliest public archive of this site is from 2021-04-09.

e |tis hosted on CLOUDFLARENET, from a server in US.

Domain intelligence

Registrar
Hosting

Country

Server IP

Name servers
SSL issuer

SSL expiry
Domain age
Domain expiry
Archive first seen
Archive snapshots

Reputation

About this assessment

Hosting Concepts B.V. d/b/a Openprovider
CLOUDFLARENET - Cloudflare, Inc., US

us

2606:4700:3036: :ac43:a91b
anderson.ns.cloudflare.com, pola.ns.cloudflare.com
WE1

2026-11-09

1.03 years (continuous registration)
2027-08-06

2021-04-09

409

VirusTotal: 2 flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

A trust score summarises the evidence TrustSniffer could collect about 10kstartups-pour-changer-le-monde.fr at

assessment time. It is a starting point for your own judgement, not a guarantee: a high score means the signals



were consistent with a legitimately operated site, a low or critical score means several risk patterns were
present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that

evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/10kstartups-pour-changer-le-monde.fr - assessed 2026-08-18



