TrustSniffer Assessed 2026-08-21
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is acctplugs.com a scam? TrustSniffer's high-risk assessment: 0/100

acctplugs.com

Verdict
acctplugs.com shows high-risk / scam indicators.
0 This assessment found strong scam indicators. Do not pay, sign in, or
OUT OF 100 share personal details with this site.

(Sensitive Interaction Risk> (Governance Risk)

CRITICAL RISK Assessed 2026-08-21 by automated analysis. Classification confidence 50%.

What this site appears to be E-commerce marketplace offering purchase of aged/verified social media
accounts with instant automated delivery after wallet funding. Presents
testimonials and guarantees but lacks verifiable business identity or transparent
contact/legal details. Structural risks include requiring deposits and opaque
value flows for potentially illicit goods.

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

» Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 63% confidence

AbuselPDB, 34 reports; shared hosting inflates reports

Domain age 1.5 years old CLEAR

Registered history

Web archive Archived since 2025 CLEAR

Public history exists

Certificate Encrypted connection NOTED
Issued by YR1



The page as captured

https://acctplugs.com/

s Acctplugs 2+ Register

4 Trusted by 50,000+ buyers worldwide

What acctplugs.com served when TrustSniffer captured it on 2026-08-21. The page may look different now.
Key findings

Automated classification: Sensitive Interaction Risk.

« Domain age: 1 to 3 years (registration continuity).

Public web-archive history exists since 2025.

At least one reputation service TrustSniffer consulted had flagged this domain at assessment time.

Full analysis

Overview

Acctplugs is an e-commerce marketplace presenting aged and verified Instagram, TikTok, YouTube, Twitter,
Facebook, Discord, Reddit, and other social-media accounts for immediate purchase and credential delivery. Its
apparent business model is to sell pre-created accounts through direct checkout or wallet-funded transactions,
supported by claims of large buyer volume, high sales totals, and a near-perfect success rate.

Scam/Impersonation Risk

No confirmed blacklist, phishing, impersonation, or conflicting legal-identity signal was observed, so the
available evidence does not establish a scam or brand-impersonation conclusion. Nevertheless, the homepage
and transaction flow present substantial sensitive-interaction concerns: the site requests wallet funding before
delivery, supplies account credentials immediately after payment, and offers goods whose provenance,
ownership, and continued control may be difficult to establish. The claims “Trusted by 50,000+ buyers
worldwide,” “200K+ Accounts Sold,” and “99.8% Success Rate” are presented without supporting evidence,
creating claim-evidence dissonance. External reputation data also records multiple abuse reports against the
shared hosting IP; this is a reputational signal concerning the infrastructure, not a site-specific finding, because
the attribution is to shared infrastructure. Evidence:



» The homepage advertises pre-created and aged social-media accounts with instant delivery, including
account listings with prices, stock levels, account ages, and follower counts.

» The homepage and checkout behavior show wallet funding before service and immediate delivery of
credentials.

« External IP reputation data records 34 abuse reports for 163.61.188.5, attributed to shared data-center
infrastructure rather than uniquely to the website.

« The login, registration, and wallet-checkout forms include sensitive interaction surfaces, with one form
destination identified as untrusted.

Regulatory Verification Notes

The operator’s real-world identity remains unverified. The site presents marketplace claims and guarantees but
does not provide sufficiently verifiable business identity, address, contact, or legal details in the supplied page
content; no license or registration number is claimed. This is a regulatory and transparency verification gap
rather than proof of fraud. The domain is registered through Atak Domain, with the registration record identifying
“Domain Administrator” and “Registrant of acctplugs.com”; those administrative details do not independently
establish the operating entity. Transport encryption is present, but domain-validation TLS confirms encrypted
transmission rather than corporate legitimacy or regulatory authorization. Evidence:

« The homepage is titled “Acctplugs — Buy Social Media Accounts” and contains commercial claims without a
verifiable legal-entity disclosure in the supplied content.

» The registration record shows creation on 2025-02-27 and an age of 1.48 years; registrar: Atak Domain.
« The site’s TLS certificate is issued by YR1, uses DV validation, and is valid to 2026-10-11 12:58:15 UTC.

» The supplied broker-reputation lookup returned no matching broker record.

What to Verify Next

Before any sensitive interaction, an independent review should confirm the operator’s legal identity, applicable
licensing or registration requirements, and the enforceability of the published guarantees and refund terms.
Payment controls should be assessed for buyer protection, chargeback availability, wallet withdrawal conditions,
and whether funds can be recovered without additional deposits. Credentials, reused passwords, and primary
email accounts should not be submitted unless the service has first been independently validated and the
account provenance and platform-policy implications have been resolved. Evidence:

« Confirm the legal entity and address through an independent corporate registry or an offline business
contact.

« Confirm any applicable regulatory or marketplace obligations with the relevant jurisdictional authority.

« Test whether payment and withdrawal protections operate without additional funding or escalation.

» Validate official support and contact channels through an independent route rather than relying solely on on-
site communications.

Summary Verdict

The available evidence supports a critical sensitive-interaction risk posture for acctplugs.com. Although no
direct phishing, impersonation, or blacklist contradiction was observed, the combination of an unverified
operator, a deposit-before-service model, credential delivery, unsupported commercial claims, and adverse
shared-infrastructure reputation makes login, credential submission, and financial engagement inappropriate
without substantial independent validation.



Infrastructure Integrity

The site resolves directly to 163.61.188.5 on AS153568, operated as NEWDHAKAHARDWARE-AS-AP - NEW
DHAKA HARDWARE, BD, with no detected CDN or WAF layer and one likely origin address. This provides
limited infrastructure mediation; the valid DV certificate protects transport confidentiality but does not validate the
operator. Evidence:

» Hosted on AS153568, organization NEWDHAKAHARDWARE-AS-AP - NEW DHAKA HARDWARE, BD;
resolved IP: 163.61.188.5; country: BD.

« Infrastructure resolution identified 1 unique IP, 0 edge IPs, and 1 likely origin IP, with no detected CDN.

Closing Assessment

The appropriate posture is to avoid sensitive engagement until independent identity, payment-protection, and
applicable regulatory checks have been completed; any unavoidable review should remain read-only and
isolated from operational credentials or funds.

Written analysis generated 2026-08-21 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by governance, page content, behaviour in a sandbox.

01 Governance Risk

« Aform asking for sensitive information submits somewhere TrustSniffer could not verify, which caps
how far the score can rise.
Governance rule:GOV_SENSITIVE_FORM_UNTRUSTED

02 Sensitive Interaction Risk

o The page asks visitors for sensitive information.
Page content rule:PAGE_FORM_SENSITIVE

» The structure of the page changed sharply while it was loading.
Behaviour in a sandbox rule:BEHAV_DOM_DENSITY_SPIKE

» The page rewrote itself after it was interacted with, so what a visitor first sees is not what they end up
on.
Behaviour in a sandbox rule:BEHAV_DOM_DIFF_AFTER_INTERACTION

« Aform on the page submits to a destination TrustSniffer could not verify.
Page content rule:PAGE_FORM_UNTRUSTED_DEST

« The page replaced a large part of its own content after loading.
Behaviour in a sandbox rule:BEHAV_DOM_CHANGE_HIGH

Signals weighed against the site

» AbuselPDB: 34 reports on hosting IP 163.61.188.5 (Leads Globe, Data Center/Web Hosting/Transit), 63%
confidence. The reports are attributed to shared infrastructure, not specifically to this website.



Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of acctplugs.com.
« The request stayed on acctplugs.com. It was not redirected to another domain.

« Registration is published under Atak Domain.
» DNS for this domain is served by lytehosting.com, across 4 name servers.

« The registration is paid up to 2027-02-27.

« The earliest public archive of this site is from 2025-02-27.
« Itis hosted on NEWDHAKAHARDWARE-AS-AP, from a server in BD.

Domain intelligence

Registrar Atak Domain

Hosting NEWDHAKAHARDWARE-AS-AP - NEW DHAKA HARDWARE, BD

Country BD

Server IP 163.61.188.5

Name servers DNS1.LYTEHOSTING.COM, DNS2.LYTEHOSTING.COM, DNS3.LYTEHOSTING.COM,

DNS4.LYTEHOSTING.COM

SSL issuer YR1

SSL expiry 2026-10-11

Domain age 1.48 years (continuous registration)

Domain expiry 2027-02-27

Archive first seen 2025-02-27

Archive snapshots Not counted (archive lookup incomplete)

Reputation VirusTotal: @ flagged | AbuseIPDB: 63% confidence, 34 reports | Google

Safe Browsing: @ matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about acctplugs.com at assessment time. It is a
starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a



legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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