TrustSniffer Assessed 2026-07-31
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is anruferauskunft.de legit? TrustSniffer's high-trust assessment:
100/100

anruferauskunft.de

Verdict
anruferauskunft.de appears legitimate.
100 Our checks found nothing pointing to fraud. Ordinary care still applies
OUT OF 100 when you pay or sign in.
(Not Scam) (Low Risk)
HIGH TRUST Assessed 2026-07-31 by automated analysis. Classification confidence 75%.

WHAT THIS SITE APPEARS TO BE

German community-driven reverse-phone lookup and business-directory homepage that helps visitors identify unknown
callers, review reports of spam or fraud, submit experiences, and access telephone-safety guidance.

Evidence status and limitations

Evidence completeness:

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age Not available NOTED

No registration record was returned

Web archive Archived since 2014 CLEAR
915 snapshots

Certificate Encrypted connection NOTED
Issued by YR1



The page as captured

No screenshot is retained for this report.
Key findings

Automated classification: Not Scam.

Public web-archive history exists since 2014.

No flags from the reputation services TrustSniffer consulted at assessment time.

» The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Overview

The website is an established German reverse-telephone lookup and business-directory service that enables
visitors to identify unknown callers, consult community reports of spam or fraud, contribute ratings and
comments, and obtain telephone-safety guidance.

Scam/Impersonation Risk

No identity contradictions, phishing indicators, brand impersonation, malicious forms, cloaking, or other
confirmed fraud signals were observed. The long operational history is consistent with the current caller-
information purpose, with no evidence of suspicious repurposing. External reputation checks were also clean,
supporting the assessment that this is a legitimate service rather than an imitation or credential-harvesting
operation.

« The domain was registered in 2014 and is approximately 12 years old.

» The domain has 915 archive snapshots spanning 2014-2026, representing 13 years of tracked history; the
historical record shows no suspicious repurposing or semantic drift.

« External reputation telemetry recorded 0 malicious and O suspicious detections, no malicious safe-browsing
classification, no external blacklist finding, and 0 abuse reports.

» Homepage interaction testing found no login form, hidden form, untrusted form destination, wallet interaction,
clipboard hijacking, fingerprinting, suspicious inline scripts, or cloaking.

Regulatory Verification Notes

The service presents an informational, community-contribution model rather than a regulated financial or
brokerage activity, and it makes no licensing claim requiring confirmation in the supplied material. The
homepage provides visible routes to an imprint, privacy information, contact details, and an about page, which is
consistent with an established German public-facing information service. Its on-page legal disclosure content
was not supplied in sufficient detail for a substantive review, but no conflicting legal identities or misleading
regulatory representations were identified.

« The homepage visibly links to imprint, privacy, contact, and about pages.

« The homepage describes free telephone-number lookup, community ratings, business-directory information,
and fraud-awareness material, without presenting financial or investment services.

« The site’s transport encryption uses a domain-validated certificate issued by YR1, valid until 2026-09-19.

» No matching broker profile or third-party regulatory claim was identified for the site.



What to Verify Next

Organizations relying on the directory for investigations should corroborate individual caller identities and
community allegations through authoritative telephone, corporate, or regulatory records, because user-
submitted reports are not equivalent to verified attribution. Privacy and data-governance reviewers should
examine the published imprint and privacy notice against the intended use of personal or business telephone
data. Official contact channels may also be confirmed independently before formal commercial or legal
correspondence.

« The homepage states that visitors can read other users’ assessments and submit their own experiences,
making source-level corroboration appropriate for consequential decisions.

« The homepage reports more than 345,380 user assessments accumulated over 12 years, indicating a
substantial community-generated dataset.

« The homepage provides instructions for blocking numbers through Fritzbox equipment and reporting relevant
calls to Germany's Federal Network Agency.

« The supplied homepage contained no sensitive-data form or password-entry mechanism requiring additional
credential-control measures.
Summary Verdict

The website has a high-trust posture and is assessed as legitimate, established, and trustworthy. Its identity,
operating history, content, behavior, and external reputation converge without contradiction. Normal interaction,
including account login and standard use where available, is appropriate.

Infrastructure Integrity

The site resolves directly to a likely origin server rather than operating behind a CDN or WAF. This is a
conventional hosting configuration and is not evidence of illegitimacy; infrastructure telemetry identifies a single
German-hosted address with no confirmed abuse pattern.

e The site is served from AS51167 by CONTABO — Contabo GmbH, DE, at the single resolved address
95.111.225.199.

« Infrastructure resolution identified 1 likely origin IP, 0 edge IPs, and no CDN.

» The hosting address is categorized as data-center/web-hosting infrastructure and carried 0O abuse reports
with an abuse-confidence value of 0.

Closing Assessment

Prospective users may engage with the service normally, while applying ordinary source-validation practices
before treating community-contributed caller reports as authoritative evidence.

Written analysis generated 2026-07-31 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found
No rule findings contributed to this verdict.
Identity verification

Status UNVERIFIED

Identity score 30/100



Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of anruferauskunft.de.

» The request stayed on anruferauskunft.de. It was not redirected to another domain.
DNS for this domain is served by domainoffensive.de, across 3 name servers.

The earliest public archive of this site is from 2014-07-26.

It is hosted on CONTABO, from a server in DE.

Domain intelligence

Registrar Not available

Hosting CONTABO - Contabo GmbH, DE

Country DE

Server IP 95.111.225.199

Name servers ns1.domainoffensive.de, ns2.domainoffensive.de, ns3.domainoffensive.de

SSL issuer YR1

SSL expiry 2026-09-19

Domain age Not available (no registration date was returned)

Domain expiry Not available

Archive first seen 2014-07-26

Archive snapshots 915

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about anruferauskunft.de at assessment time.
It is a starting point for your own judgement, not a guarantee: a high score means the signals were consistent
with a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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