TrustSniffer Assessed 2026-10-01
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is astraluxclient.com safe? TrustSniffer's moderate-trust assessment:
65/100

astraluxclient.com

Verdict
astraluxclient.com is moderately trusted.
65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.
(Governance Risk)
MODERATE TRUST Assessed 2026-10-01 by automated analysis. Classification confidence 75%.
What this site appears to be A mod/client download page for Astralux (Krypton x Glazed) targeting Minecraft

1.21-26.2. Contains feature lists, installation steps (Fabric Loader and Fabric
API), and a download link for Astralux.jar. Includes a disclaimer of non-affiliation
with Mojang/Microsoft.

Evidence status and limitations

Evidence completeness:

« The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0% confidence CLEAR

AbuselPDB, 0 reports; shared hosting inflates reports

Domain age 8 months old WATCH

Most scam domains are under a year old

Web archive Archived since 2026 CLEAR

5 snapshots

Certificate Encrypted connection NOTED

Issued by YR2



The page as captured

https://astraluxclient.com/

y TRALUX

What astraluxclient.com served when TrustSniffer captured it on 2026-10-01. The page may look different now.
Key findings

Automated classification: Governance Risk.

« Domain age: less than 1 year (registration continuity).

Public web-archive history exists since 2026.

No flags from the reputation services TrustSniffer consulted at assessment time.

Full analysis

Overview

Astraluxclient.com presents Astralux, a free third-party Minecraft client/mod for Minecraft 1.21-26.2, combining
Krypton and Glazed components with combat, rendering, automation, and gameplay-utility features; its apparent
purpose is to distribute the Astralux.jar download and installation guidance rather than provide a financial or
transactional service.

Scaml/impersonation Risk

No confirmed phishing, impersonation, malicious-content, or conflicting-identity indicators were observed. The
homepage describes the software as a third-party Minecraft client and expressly disclaims affiliation with Mojang
or Microsoft, which is consistent with an independent mod rather than an attempt to present itself as an official
publisher. The principal operational risk is the distribution of an executable Java archive: the advertised feature
set includes automation such as Auto Crystal, KillAuraLegit, Auction Sniper, Freecam, and multiple ESP
functions, so the file should be treated as untrusted software until independently assessed. One external
reputation check produced a suspicious result, but there were no confirmed malicious detections or broader
threat-listing findings; this remains a soft reputational signal rather than evidence of a scam.



EVIDENCE

» The homepage identifies Astralux as a “Krypton x Glazed” Minecraft 1.21-26.2 mod and provides an
Astralux.jar download.

The homepage includes a non-affiliation disclaimer referring to Mojang and Microsoft.

The domain was registered on 2026-01-22 and is approximately 0.69 years old.

The archive records 5 snapshots across 1 tracked year, with the first and last recorded on 2026-09-29.

Regulatory Verification Notes

The available evidence supports an apparent software-download site, but the real-world operator identity is not
independently verified. The supplied page content does not identify a legal entity, registration number, or
regulatory authorization; for this type of free software distribution, that is a transparency and provenance
consideration rather than evidence of financial misconduct. The site's transport security and identifiable hosting
arrangement provide technical assurance for the connection, but they do not establish who publishes or
maintains the software. No broker-directory match was identified, and the available reputation context does not
provide a regulatory conclusion.

EVIDENCE

» The homepage is categorized as a software download/mod-client page and contains no sensitive login
or payment form.

e The domain registrar is Web Commerce Communications Limited dba WebNic.cc; registration date is
2026-01-22 and expiration date is 2027-01-22.

» The site is served from AS214351, operated by FEMOIT - FEMO IT SOLUTIONS LIMITED, GB.
e The TLS certificate uses issuer YR2, has DV validation, and is valid to 2026-12-26.

What to Verify Next

Before executing the downloaded archive, obtain a cryptographic hash or publisher signature from an
independently established Astralux project channel and compare it with the file received from the site. Confirm
that the stated Fabric Loader and Fabric API dependencies are obtained from their official distribution channels,
and inspect the archive in a sandbox or malware-scanning environment before permitting it to access Minecraft
credentials, local files, or other sensitive resources. The operator should also be identified through an
independently corroborated project or community channel rather than relying solely on the download page.

EVIDENCE

» The installation guide directs users to install Fabric Loader and Fabric API before placing the
downloaded archive in the Minecraft mods directory.

» The homepage provides feature descriptions and installation steps but does not present a file hash,
publisher signature, or software provenance statement.

e The page analysis found no login form, sensitive form, hidden form, or external password submission.



Summary Verdict

Astraluxclient.com has a moderate-trust posture with no observed scam or impersonation contradiction. Its
content is consistent with a genuine third-party software project, while the limited independent connection to a
real-world operator prevents the site from being treated as fully established or identity-verified. The principal
residual concern is software provenance rather than a demonstrated fraudulent purpose.

Infrastructure Integrity

The site is protected by Cloudflare CDN/WAF infrastructure, and only a CDN edge address was observed; the
origin server was not observable in this analysis. This reduces direct exposure of the origin and is a mitigating
control, but it does not independently validate the site's operator or the safety of its downloadable software.

Closing Assessment

Ordinary browsing is reasonable, but execution of the downloaded file and any access to sensitive local
resources should follow independent provenance, signature, and sandbox checks before use.

Written analysis generated 2026-10-01 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

4 findings contributed to this verdict, raised by governance, hosting and network, page content, registration and
ownership.

01 Governance

« What the site offers, as described on its own pages, limits how high the score can go until more of it can
be verified.

Governance rule:gov_business_model_cap

02 Hosting and network

« The domain was registered less than three months ago.
Hosting and network rule:DNS_NEW_DOMAIN_90D

03 Page content

« The page has no description for search engines, which established sites usually provide.
Page content rule:PAGE_SEQO_MISSING_META

» The page carries none of the structured previews for search and social sharing that established sites
usually provide.
Page content rule:PAGE_SEO_NO_STRUCTURED

04 Registration and ownership

» The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE




Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of astraluxclient.com.

» The request stayed on astraluxclient.com. It was not redirected to another domain.

» Registration is published under Web Commerce Communications Limited dba WebNic.cc.
« DNS for this domain is served by cloudflare.com, across 2 name servers.

« The registration is paid up to 2027-01-22.

« The earliest public archive of this site is from 2026-09-29.

e ltis hosted on FEMOIT, from a server in SC.

Domain intelligence

Registrar Web Commerce Communications Limited dba WebNic.cc
Hosting FEMOIT - FEMO IT SOLUTIONS LIMITED, GB

Country SC

Server IP 196.251.107.204

Name servers ARIADNE.NS.CLOUDFLARE.COM, BRYCE.NS.CLOUDFLARE.COM
CDN / edge network Detected (cloudflare)

Resolved IP addresses 1

Edge IP addresses 1

Likely origin IP addresses 0

SSL issuer YR2

SSL expiry 2026-12-26

Domain age 0.69 years (continuous registration)

Domain expiry 2027-01-22

Archive first seen 2026-09-29

Archive snapshots 5

Reputation VirusTotal: @ flagged | AbuseIPDB: 0% confidence, @ reports | Google

Safe Browsing: @ matches



About this assessment

A trust score summarises the evidence TrustSniffer could collect about astraluxclient.com at assessment time. It
is a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with
a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/astraluxclient.com - assessed 2026-10-01



