TrustSniffer Assessed 2026-08-20
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is baptist.sumy.ua safe? TrustSniffer's moderate-trust assessment:
65/100

baptist.sumy.ua

Verdict
baptist.sumy.ua is moderately trusted.
65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.

(Governance Risk) (Dynamic Interaction Caution)

MODERATE TRUST Assessed 2026-08-20 by automated analysis. Classification confidence 50%.

What this site appears to be Official site of the Sumy regional association of Evangelical Christian Baptists
(EXB). Provides organizational info, news, events, media galleries and
contact/social links. Content is Ukrainian and focused on local church activities.

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age 2.4 years old CLEAR
Registered history

Web archive Archived since 2016 CLEAR

Public history exists

Certificate Encrypted connection NOTED
Issued by YR1



The page as captured

https://baptist.sumy.ua/
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What baptist.sumy.ua served when TrustSniffer captured it on 2026-08-20. The page may look different now.
Key findings

Automated classification: Governance Risk.

« Domain age: 1 to 3 years (registration continuity).

Public web-archive history exists since 2016.

No flags from the reputation services TrustSniffer consulted at assessment time.

Full analysis

Overview

The website is the official informational site of the Sumy regional association of Evangelical Christian Baptists,
presenting organizational information, beliefs, history, leadership, regional churches, news, event
announcements, articles, photographs, videos, and contact or social-media links for local community
engagement.

Scam/Impersonation Risk

No scam, phishing, blacklist, or impersonation contradictions were observed. The homepage and associated
content present a consistent religious-community purpose, with no login form, hidden sensitive form, wallet
connection, credential-harvesting mechanism, or cryptocurrency functionality identified. Behavioral analysis did
note suspicious inline scripting and external network activity, but the observed interactions produced no non-
whitelisted external submissions, no clipboard manipulation, no wallet-drainer behavior, and no cloaking; these
signals therefore warrant monitoring rather than establishing malicious intent. A possible brand similarity to
“my.com” was attributed to a hyphen-variant comparison and was not assessed as impersonation.



EVIDENCE

« Homepage: identifies the site as the official website of the Sumy regional Baptist association and
provides church, news, event, media, and contact sections.

» Homepage interaction testing: 0 hidden forms, 0 password-external forms, 0 wallet-connect runs, 0
wallet-sensitive runs, and 0 wallet-drainer runs.

» Behavioral telemetry: 13 external XHR requests, 9 external POST requests, 2 suspicious inline scripts, 4
console errors, and 0 non-whitelisted external XHR or POST destinations.

« Domain registration record: created 2024-04-14 and currently approximately 2.35 years old.

Regulatory Verification Notes

The site's apparent organizational identity is supported by dedicated “About,” beliefs, history, leadership,
departments, regional churches, and contact sections, together with links to Facebook, YouTube, WhatsApp,
and Messenger. The available evidence supports an apparently genuine regional community organization, but
the real-world operator is not independently verified. No licensing claim or registration number is presented in
the supplied site content; for a religious association this is a disclosure and verification consideration rather than
evidence of a scam. A separate broker-reputation dataset recorded no matching broker entity, which is
contextual and not a legal or licensing determination.

EVIDENCE

« About and identity pages: provide organizational, historical, leadership, departmental, and regional-
church information.

» Hosting telemetry: served from AS24940, HETZNER-AS — Hetzner Online GmbH, DE.

» Transport security: TLS certificate issued by YR1, DV validation, valid through 2026-10-
28T02:02:40+00:00.

» Contact and social sections: link to Facebook, YouTube, WhatsApp, and Messenger channels.

What to Verify Next

Before donations, formal partnerships, or other high-value commitments, the association’s legal beneficiary and
payment recipient should be confirmed through an independently sourced church or regional-organization
contact channel. Any claimed registration, charitable status, or fundraising authority should be checked against
the relevant Ukrainian registry or issuing body, and payment methods should provide appropriate transaction
and chargeback protections. Account access, if introduced in future, should be initiated only through the site’s
established navigation or independently confirmed social channels.

EVIDENCE
» Contact page: provides the site’s stated communication routes for independent confirmation.

« About, history, and leadership pages: identify the organizational structure and named areas requiring
cross-checking.

« Donation or fundraising materials, if encountered: should be matched to the verified beneficiary before
payment.



Summary Verdict

The website has a moderate-trust posture and is consistent with an informational regional religious
organization rather than an active scam or impersonation operation. Its identity appears likely but is not
independently proven, so the evidence supports ordinary informational use while retaining qualification for
sensitive or high-value engagement.

Infrastructure Integrity

The site is protected by a CDN/WAF layer, with observed addresses treated as edge infrastructure and no
origin-server candidate identified in the analysis. This reduces direct exposure of the underlying host and is a
mitigating control, although protective infrastructure alone does not establish organizational legitimacy.

Closing Assessment

The site is suitable for routine informational browsing, while donations, formal commitments, and other sensitive
actions should proceed only after the beneficiary and transaction details have been independently confirmed.

Written analysis generated 2026-08-20 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, behaviour in a sandbox.

01 Governance Risk

» The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE

02 Dynamic Interaction Caution

« Alarge share of what the page loaded came from other domains.
Behaviour in a sandbox rule:BEHAV_EXTERNAL_RATIO_MODERATE

» The page carried inline scripts written in a style TrustSniffer treats as suspicious.
Behaviour in a sandbox rule:BEHAV_SUSPICIOUS_INLINE_SCRIPTS

Identity verification

Status LIKELY
Identity score 76/100
Identity verification confidence 76%

e Trusted social count=2

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of baptist.sumy.ua.

« The request stayed on baptist.sumy.ua. It was not redirected to another domain.



« Registration is published under TOB "CITIXOCT".
« DNS for this domain is served by controlpanel.host, across 3 name servers.

« The registration is paid up to 2027-04-14.

« The earliest public archive of this site is from 2016-11-23.
e |tis hosted on HETZNER-AS, from a server in DE.

Domain intelligence

Registrar TOB "CITIXOCT"

Hosting HETZNER-AS - Hetzner Online GmbH, DE

Country DE

Server IP 2a01:418:222:1158::1

Name servers ns1.controlpanel.host, ns2.controlpanel.host, ns3.controlpanel.host

SSL issuer YR1

SSL expiry 2026-10-28

Domain age 2.35 years (continuous registration)

Domain expiry 2027-04-14

Archive first seen 2016-11-23

Archive snapshots Not counted (archive lookup incomplete)

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about baptist.sumy.ua at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/baptist.sumy.ua - assessed 2026-08-20



