
TrustSniffer
W E B S I T E  T R U S T  &  F R A U D  R E P O R T

Assessed 2026-07-31
Automated first-party analysis

trustsniffer.com

Is berachain.com safe? TrustSniffer's moderate-trust assessment:
50/100
berachain.com

Verdict

50
OUT OF 100

MODERATE TRUST

berachain.com is moderately trusted.

Most signals looked ordinary, and some evidence was missing. Read the
checks below before you pay or hand over personal details.

Safe for Read-Only

Assessed 2026-07-31 by automated analysis. Classification confidence 70%.

What this site appears to be Berachain presents an EVM-compatible Proof-of-Liquidity blockchain and
promotes an integrated suite for earning, staking, swapping, borrowing, and
minting. It includes ecosystem case studies, funding claims, product
descriptions, press items, documentation links, and legal-policy references. No
direct phishing or impersonation indicators appear in the supplied content, but
financial interactions are promoted without visible audit evidence or substantive
risk disclosure.

Evidence status and limitations

Evidence completeness: UNKNOWN

Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it
VirusTotal

CLEAR

Google Safe Browsing Not listed
Google

CLEAR

Abuse reports on the host 43 reports
AbuseIPDB; shared hosting inflates this count

NOTED

Domain age 4.4 years old
Registered history

CLEAR

Web archive Archived since 2022
119 snapshots

CLEAR



Certificate Encrypted connection
Issued by YR2

NOTED

The page as captured

No screenshot is retained for this report.

Key findings

Automated classification: Safe for Read-Only.

Domain age: 3 to 10 years (registration continuity).

Public web-archive history exists since 2022.

VirusTotal and Google Safe Browsing had no flags for this domain; its hosting IP carries AbuseIPDB reports
below the confidence level TrustSniffer treats as a flag.

Full analysis

Overview

The website presents Berachain, an EVM-compatible Proof-of-Liquidity blockchain ecosystem designed to
provide on-chain businesses with token-funded growth incentives and integrated decentralized-finance services.

No phishing, impersonation, conflicting legal identity, or other identity contradiction was observed. The domain
has a multi-year history with consistent archival activity, an established global traffic footprint, and clean results
across the supplied major threat-reputation checks. Automated interaction testing found no credential-harvesting
forms, cloaking, wallet-drainer behavior, clipboard manipulation, suspicious scripts, or unauthorized external
requests. These converging signals are consistent with a genuine operating web presence rather than a
disposable imitation site, although regulatory confidence remains low and the entity’s status is not independently
established by the supplied evidence.

The homepage promotes earning and staking with BERA, swaps through BEX, leverage through Bend, HONEY-
based liquidity and collateral-backed minting, and borrowing against crypto assets. These activities create
material smart-contract, market, liquidity, collateral, and token-volatility exposure. Although the site references
legal policies and describes parts of the stack as maintained by the Berachain Foundation, the supplied content
does not establish a claimed financial-services licence, independently verifiable audits, or substantive risk
disclosures alongside the promoted financial interactions. The on-page disclosure state is therefore unclear. This
is a disclosure and due-diligence issue, not evidence of fraud.

Before deploying material assets, due diligence should establish the Berachain Foundation’s legal identity and
authority over the relevant applications, confirm any applicable registration or licensing directly with the
appropriate registry, and review current independent smart-contract audits, unresolved findings, administrator
privileges, upgrade controls, oracle dependencies, and incident-response arrangements. Token and contract
identifiers should be obtained through independently authenticated project channels, while published case
studies and funding representations should be corroborated with the named counterparties.

Berachain.com has a neutral-to-cautiously favorable trust posture, with a trust score of 50, supported by
convergent provenance, reputation, behavioral, and technical-integrity evidence. No contradiction indicating
impersonation or active abuse was observed. However, regulatory confidence is low, third-party regulated status



was not established, and uncertainty remains over whether the available institutional and assurance material is
sufficient for reliance in financially consequential activity.

The site is protected by CDN/WAF infrastructure, and all three observed addresses were edge servers; no
origin-server candidate was exposed. This limits direct origin assessment but reduces public origin exposure
and is appropriately treated as a security mitigation rather than evidence of legitimacy.

Normal browsing and standard account interaction appear reasonable based on the supplied evidence. High-
value financial activity should follow completion of the independent legal, governance, and technical checks
identified above.

Domain records show registration by Amazon Registrar, Inc. on 15 March 2022, approximately 4.38 years
ago, with expiration on 15 March 2032.

The web archive contains 119 snapshots spanning 26 April 2022–19 July 2026, representing five years of
tracked activity, with no suspicious repurposing or semantic drift identified.

The homepage ranked 43,286 in the supplied global traffic dataset and was within its top one million sites.

Reputation checks recorded zero malicious and zero suspicious detections in the evaluated multi-engine
service, no malicious safe-browsing finding, and no adverse finding from the supplied external reputation
sources.

The homepage describes token emissions as growth capital for applications in exchange for revenue sharing
with the chain.

The homepage presents BERA-, HONEY-, and ETH-related financial functionality without visible audit
evidence or detailed risk treatment in the supplied page content.

The hosting infrastructure is served from AS16509, AMAZON-02—Amazon.com, Inc., US.

The site’s transport encryption uses a domain-validated TLS certificate issued by YR2 and valid through 20
October 2026.

The homepage states that the native DeFi stack is maintained by the Berachain Foundation, making control,
governance, and upgrade authority relevant verification points.

The homepage claims that Proof of Liquidity supplies non-dilutive growth capital to selected teams in return
for revenue sharing.

The supplied page analysis identifies case studies, funding representations, documentation links, and legal-
policy references as available due-diligence starting points.

Written analysis generated 2026-07-31 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.

Identity verification

Status UNVERIFIED

Identity score 30/100

Identity verification confidence 50%

No on-site identity signals detected



Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of berachain.com.

The request stayed on berachain.com. It was not redirected to another domain. CLEAR

Registration is published under Amazon Registrar, Inc.. CLEAR

DNS for this domain is served by awsdns-12.org, across 4 name servers. NOTED

The registration is paid up to 2032-03-15. CLEAR

The earliest public archive of this site is from 2022-04-26. CLEAR

It is hosted on AMAZON-02, from a server in US. NOTED

Domain intelligence

Registrar Amazon Registrar, Inc.

Hosting AMAZON-02 - Amazon.com, Inc., US

Country US

Server IP 76.76.21.21

Name servers NS-1122.AWSDNS-12.ORG, NS-1766.AWSDNS-28.CO.UK, NS-217.AWSDNS-27.COM,

NS-982.AWSDNS-58.NET

SSL issuer YR2

SSL expiry 2026-10-20

Domain age 4.4 years

Domain expiry 2032-03-15

Archive first seen 2022-04-26

Archive snapshots 119

Reputation VirusTotal: 0 flagged | AbuseIPDB: 43 reports | Google Safe Browsing: 0
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about berachain.com at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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