TrustSniffer Assessed 2026-08-20
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is braindness.com safe? TrustSniffer's moderate-trust assessment:
65/100

braindness.com

Verdict
braindness.com is moderately trusted.
65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.
(Governance Risk)
MODERATE TRUST Assessed 2026-08-20 by automated analysis. Classification confidence 50%.
What this site appears to be Italian-language marketing landing page for 'TotalAl' offering a free 2-minute

ROI calculator and downloadable report to determine the cost of not using Al.
Purpose is lead capture and selling consulting/services or premium reports; no
forms or payment flows visible in the provided DOM.

Evidence status and limitations

Evidence completeness:

« The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 38% confidence CLEAR

AbuselPDB, 67 reports; shared hosting inflates reports

Domain age 11 months old WATCH

Most scam domains are under a year old

Web archive Archived since 2021 CLEAR

Public history exists

Certificate Encrypted connection NOTED

Issued by YE1



The page as captured

https://braindness.com/

G} TotalAl Calcola il tuo ROl =

Avviso Urgente per Imprenditori e Manager

What braindness.com served when TrustSniffer captured it on 2026-08-20. The page may look different now.
Key findings

» Automated classification: Governance Risk.
« Domain age: less than 1 year (registration continuity).
« Public web-archive history exists since 2021.

» VirusTotal and Google Safe Browsing had no flags for this domain; its hosting IP carries AbuselPDB reports
below the confidence level TrustSniffer treats as a flag.

Full analysis

Overview

braindness.com is an Italian-language marketing landing page presenting “TotalAl,” a free two-minute Al return-
on-investment calculator and downloadable report intended to capture business leads for Al consulting, paid
reports, or related services.

Scam/Impersonation Risk

No blacklist, phishing, malicious-site, or brand-impersonation contradiction was observed. The reviewed
homepage contains no login form, password collection, hidden form, wallet connection, payment flow, or
external submission activity, and its content is promotional rather than deceptive on the available evidence. A
reputational signal is associated with the shared Google-hosted IP address, but the attribution applies to shared
infrastructure rather than specifically to braindness.com; it therefore warrants contextual awareness without
establishing malicious conduct. Historical evidence also shows continuity without detected repurposing or
semantic drift.



EVIDENCE

» The homepage is classified as a landing/lead-generation page and contains no sensitive form or
untrusted form destination.

» Behavioral testing recorded 0 external XHR/fetch requests, 0 hidden forms, 0 password submissions,
and 0 wallet-provider or wallet-drainer activity across 2 successful runs.

« The shared hosting IP has 67 abuse reports and a confidence score of 38; the record identifies Google
Cloud shared infrastructure as the subject.

e Archive records show the domain first observed on 2021-11-26 and last observed on 2025-12-12, with a
reconciled domain age of 4.6735 years and no detected repurpose.

Regulatory Verification Notes

The site presents a conventional Al advisory and diagnostic business model, but the reviewed content does not
identify an independently verified operating entity, applicable licensing position, or registration number. The
homepage advertises outcome-oriented figures including “80%” operating-cost reduction, “15h” saved per week,
“85%”" Al-token optimisation, and “100%” data safety; these should be treated as marketing claims requiring
substantiation rather than as assured results. The available evidence supports a moderate, apparently ordinary
commercial profile, while legal-entity and claim-verification coverage remains incomplete. Transport security and
mainstream cloud hosting are positive technical conditions, but neither proves the operator’s identity or
regulatory status.

EVIDENCE

» The homepage identifies “TotalAl” and offers a free diagnostic and downloadable report, but no license
or registration number is displayed in the reviewed content.

» The site is served from AS396982, Google Cloud Platform, Google LLC, United States; the current
registrar is Name.com, Inc.

» The site uses a valid DV TLS certificate issued by YE1, valid to 2026-10-16.

What to Verify Next

Before a sensitive or high-value commercial engagement, independently confirm the legal entity operating
TotalAl, any sector-specific obligations applicable to its consulting or data-processing activities, and the
contractual terms governing reports, consultations, refunds, and data retention. Marketing performance figures
should be supported by a clear methodology, defined assumptions, and evidence relevant to the prospective
customer’s business. Official contact and support channels should also be confirmed through an independently
sourced route before confidential business information is provided.



EVIDENCE

» The homepage describes a two-minute diagnostic based on “Al 2026” models but does not provide the
calculation methodology in the reviewed content.

» The reviewed DOM contains 3,406 characters of visible text and no internal or external links, limiting the
available route to supporting legal and commercial documentation.

» The page is presented in Italian, so any engagement should establish the governing language and
jurisdiction for contractual documentation.

Summary Verdict

The website has a moderate trust posture: its observed presentation and behavior are consistent with a
standard Al lead-generation service, and no scam or impersonation contradictions were identified. The real-
world operator remains unverified, so the site should be regarded as apparently legitimate but not independently
authenticated.

Infrastructure Integrity

The site resolves to a single Google Cloud-hosted origin without a detected CDN layer. This is ordinary hosting
infrastructure and provides a technically stable delivery environment, but it is only a mitigating security condition
and is not evidence of operator legitimacy.

Closing Assessment

Initial informational review is proportionate, while sensitive data, binding commitments, and high-value payments
should follow independent identity, legal-status, contractual, and claims verification.

Written analysis generated 2026-08-20 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

1 finding contributed to this verdict, raised by registration and ownership.

01 Governance Risk

» Registration details are held behind a privacy service, so no operator is named publicly. This is common

and legal, and it also means there is nobody to check.
Registration and ownership rule:KF_WHOIS_PRIVATE

« The registration record withholds contact details for the operator.
Registration and ownership rule:KF_WHOIS_HIDDEN

Signals weighed against the site

e AbuselPDB: 67 reports on hosting IP 34.111.179.208 (Google LLC, Content Delivery Network), 38%
confidence. The reports are attributed to shared infrastructure, not specifically to this website.

Identity verification

Status UNVERIFIED

Identity score 30/100



Identity verification confidence 25%

« No on-site identity signals detected
Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of braindness.com.
» The request stayed on braindness.com. It was not redirected to another domain.

« Registration is published under Name.com, Inc..
« DNS for this domain is served by name.com, across 4 name servers.

» The registration is paid up to 2026-10-04.

« The earliest public archive of this site is from 2021-11-26.
« lItis hosted on GOOGLE-CLOUD-PLATFORM, from a server in US.

Domain intelligence

Registrar Name.com, Inc.

Hosting GOOGLE-CLOUD-PLATFORM - Google LLC, US

Country us

Server IP 34.111.179.208

Name servers NSTCNY.NAME.COM, NS2CKR.NAME.COM, NS3JKL.NAME.COM, NS4HNY.NAME.COM
SSL issuer YE1

SSL expiry 2026-10-16

Domain age 0.88 years (continuous registration)

Domain expiry 2026-10-04

Archive first seen 2021-11-26

Archive snapshots Not counted (archive lookup incomplete)

Reputation VirusTotal: @ flagged | AbuseIPDB: 38% confidence, 67 reports | Google

Safe Browsing: @ matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about braindness.com at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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