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Is citibank.com legit? TrustSniffer's high-trust assessment: 90/100
citibank.com

Verdict

90
OUT OF 100

HIGH TRUST

citibank.com appears legitimate.

Our checks found nothing pointing to fraud. Ordinary care still applies
when you pay or sign in.

Not Scam Low Risk

Assessed 2026-08-03 by automated analysis. Classification confidence 65%.

What this site appears to be Citi financial-services homepage offering online banking access, credit cards,
checking and savings accounts, lending, mortgages, investments, wealth
management, and promotional account or card bonuses.

Evidence status and limitations

Evidence completeness: UNKNOWN

Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it
VirusTotal

CLEAR

Google Safe Browsing Not listed
Google

CLEAR

Abuse reports on the host 0 reports
AbuseIPDB; shared hosting inflates this count

NOTED

Domain age 36 years old
Registered history

CLEAR

Web archive Archived since 1996
216 snapshots

CLEAR

Certificate Encrypted connection
Issued by DigiCert EV RSA CA G2

NOTED

The page as captured

No screenshot is retained for this report.



Key findings

Automated classification: Not Scam.

Domain age: more than 10 years (registration continuity).

Public web-archive history exists since 1996.

No flags from the reputation services TrustSniffer consulted at assessment time.

Full analysis

Overview

The website is Citi’s established financial-services portal, presenting online banking access alongside credit
cards, deposit accounts, mortgages, personal loans, investing, and wealth-management services funded
through lending income, fees, interchange, and advisory activities.

Scam/Impersonation Risk

No identity contradictions, brand impersonation, phishing behavior, or confirmed malicious reputation signals
were observed. The conventional online-banking sign-in form submits to a trusted destination, with no hidden
forms, external password collection, cloaking, or browser-manipulation behavior detected. Historical records are
consistent with a banking purpose and show no evidence of domain repurposing. The site’s custodial control of
customer funds is inherent to its banking function and does not constitute a fraud indicator.

The homepage presents one visible online-banking login form; its form analysis found no untrusted
destination, hidden form, or external password submission.

Independent reputation telemetry recorded 0 malicious and 0 suspicious detections, no search-browsing
safety hit, no external threat-list finding, and no matching malicious signatures.

The domain was registered in 1991 and is approximately 35.52 years old; registration is maintained through
CSC Corporate Domains, Inc. until 2033.

Historical records contain 216 archive snapshots spanning 1996–2008 across 13 tracked years, with no
suspicious repurposing or semantic shift established.

Regulatory Verification Notes

The reviewed homepage identifies a coherent, mature banking business and provides detailed product
categories and promotional terms, but the supplied page material does not establish a specific licensing
authority, registration number, or jurisdictional authorization. This is a scope limitation in the reviewed disclosure
set rather than evidence of illegitimacy. No corresponding broker-profile match was identified, but that contextual
result is neither a licensing determination nor an adverse reputational finding. The extended-validation certificate
provides strong technical identity binding to Citigroup Inc.

The homepage identifies the service as Citi and consistently describes retail and commercial banking,
lending, card, investment, and wealth-management activities.

The homepage advertises a Diamond Preferred card promotion with a 21-month introductory balance-
transfer period, a 12-month introductory purchase period, and no annual fee, accompanied by promotional
terms.

The site’s transport encryption uses an EV certificate issued by DigiCert EV RSA CA G2 to Citigroup Inc.,
valid until 2026-10-08.



The reviewed homepage contains no stated license number or named licensing authority; the third-party
broker dataset returned no matched profile.

What to Verify Next

For institutional onboarding or regulated counterparty use, the relevant Citi legal entity should be mapped to the
intended product and jurisdiction, then confirmed directly in the applicable banking, securities, or insurance
registry. Contracting parties, account terms, deposit-protection status, and product-specific disclosures should
be reviewed through the appropriate legal documentation. Official contact channels should be confirmed
independently for unusually sensitive or high-value instructions.

The homepage spans banking, card, lending, investment, insurance, and wealth services, which may involve
different legal entities and regulatory frameworks.

Product navigation includes account-opening, advisory, mortgage, small-business, and self-directed-
investment pathways, making product-specific entity validation appropriate.

The available review material is centered on the public homepage rather than a complete set of jurisdiction-
specific legal and regulatory documents.

Summary Verdict

This is a legitimate, long-established, and trustworthy institutional website with consistent identity, substantial
historical continuity, a strong global traffic footprint, and clean external reputation evidence. Normal interaction,
including account login, account activity, and standard transactions, is appropriate.

Infrastructure Integrity

The website is served through Akamai’s mainstream content-delivery infrastructure, which reduces direct origin
exposure and provides conventional enterprise-scale edge protection. This is a meaningful security-control
indicator, although infrastructure protection is not treated independently as proof of legitimacy.

The hosting infrastructure serves the site from AS33905, operated by AKAMAI-AMS—Akamai International
B.V.

The observed edge address is categorized as content-delivery-network infrastructure, with no recorded
abuse reports and no associated confidence indication of abuse.

Closing Assessment

Prospective users may engage with the site normally, while institutions conducting formal onboarding should
complete their standard entity, jurisdiction, and counterparty due-diligence procedures.

Written analysis generated 2026-08-03 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.

Identity verification

Status UNVERIFIED

Identity score 30/100

Identity verification confidence 50%



No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of citibank.com.

The request for citibank.com ended on www.citi.com, a different domain. WATCH

Registration is published under CSC Corporate Domains, Inc.. CLEAR

DNS for this domain is served by nsroot1.com, across 2 name servers. NOTED

The registration is paid up to 2033-02-03. CLEAR

The earliest public archive of this site is from 1996-12-26. CLEAR

It is hosted on AKAMAI-AMS, from a server in US. NOTED

Domain intelligence

Registrar CSC Corporate Domains, Inc.

Hosting AKAMAI-AMS - Akamai International B.V., NL

Country US

Server IP 104.94.222.171

Name servers NS1.NSROOT1.COM, NS2.NSROOT2.COM

SSL issuer DigiCert EV RSA CA G2

SSL expiry 2026-10-08

Domain age 35.5 years

Domain expiry 2033-02-03

Archive first seen 1996-12-26

Archive snapshots 216

Reputation VirusTotal: 0 flagged | AbuseIPDB: 0 reports | Google Safe Browsing: 0
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about citibank.com at assessment time. It is a
starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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