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Is convertesvale.com.br a scam? TrustSniffer's high-risk assessment

convertesvale.com.br

Verdict

n/a

NEEDS REVIEW

The site blocked our scan, so no
score was assigned.

What this site appears to be

convertesvale.com.br blocked our automated scan and could not be
verified.

The site blocked our scan, so nothing was confirmed either way.
Treat it as unknown and verify the business another way.

Assessed 2026-09-30 by automated analysis.

Cloudflare-served interstitial page warning visitors that the destination has been
reported for potential phishing. Requests that cookies be enabled and provides
a brief explanation of phishing.

Evidence status and limitations

Evidence completeness:

« Capture was incomplete or blocked; this result requires review.

« The real-world operator identity was not independently verified.

» Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines

Google Safe Browsing

Abuse reports on the host

Domain age

Web archive

None flagged it CLEAR
VirusTotal

Not listed CLEAR
Google

45% confidence CLEAR

AbuselPDB, 94 reports; shared hosting inflates reports

4 months old

Most scam domains are under a year old

Never archived WATCH

No public history of this site



Certificate Encrypted connection

Issued by WE1

The page as captured

https://convertesvale.com.br/

v

CONVERTE

4 Rapido, Seguro e Pratico

What convertesvale.com.br served when TrustSniffer captured it on 2026-09-30. The page may look different now.
Key findings

» The site blocked automated access, so TrustSniffer could not collect enough evidence to assign a score.

Full analysis

Overview

The website at convertesvale.com.br currently presents a Cloudflare security interstitial rather than an
identifiable commercial or service page. Visitors are shown a “Suspected Phishing” warning, asked to enable
cookies, and given a general explanation of phishing; the apparent purpose of the accessible page is therefore
protective security notification rather than operation of a visible business.

Scam/Impersonation Risk

No confirmed blacklist, phishing, malware, impersonation, or conflicting-identity indicators were observed, so no
direct contradiction establishes that the domain operator is conducting a scam. The homepage warning is
nevertheless a material access and trust signal: it states that the destination has been reported for potential
phishing, although the warning is generated by the security layer and does not itself prove that the site operator
is the source of phishing activity. The available page contains no login form, sensitive form, wallet connection, or
other visible mechanism for collecting credentials. Abuse reports associated with the observed IP are attributed
to shared CDN infrastructure rather than specifically to the domain, so they should not be treated as evidence
against the operator without additional attribution.



EVIDENCE

» The homepage displays “Suspected Phishing | Cloudflare” and explains that the website has been
reported for potential phishing.

» The captured homepage contains no login form, sensitive-input form, wallet connection, or untrusted

form destination.

« External reputation checks recorded no malicious detections and no blacklist hit for the assessed
domain.

« The observed IP reputation signal is explicitly attributed to shared CDN infrastructure, not uniquely to
the website operator.

Regulatory Verification Notes

The accessible page does not identify a legal entity, business activity, licensing authority, registration number, or
governing terms, leaving the operator’s identity and regulatory status unverified. A domain registration record
names Vilson Nicolau, but the available evidence does not independently connect that individual to the website
or establish that the domain provides a regulated service. The absence of a visible business page prevents a
meaningful assessment of whether licensing should apply; it is therefore a verification gap rather than evidence
of fraud. A separate broker-reputation check produced no name match.

EVIDENCE
» The domain was registered on 2026-06-02 and is approximately 0.33 years old.
» The captured homepage contains no company, licensing, registration, or terms disclosure.

» The observed address has 94 abuse reports, with the signal attributed to shared CDN infrastructure and
a confidence score of 45.

» The registration record lists Vilson Nicolau as the owner.

What to Verify Next

An institutional or prospective user should confirm the responsible legal entity through an independent corporate
registry and, if the intended service involves regulated financial activity, confirm any required authorization
directly with the relevant regulator. The operator should also provide accessible terms, privacy information,
complaint procedures, and a verifiable support channel before sensitive or high-value interaction. Any payment
arrangement should be checked for buyer protection, beneficiary consistency, and reversibility before funds are
committed.

EVIDENCE

« The homepage currently provides only a security interstitial, so legal and service disclosures should be
obtained through an independently verified channel.

« The registration record supplies a named individual but does not by itself establish operational control or
regulatory authorization.

» The security warning should be resolved or independently explained before relying on the domain for
sensitive activity.



Summary Verdict

The overall posture is Needs Review. Available evidence supports a cautious, evidence-consistent view of a
technically active domain with no confirmed identity contradiction or active malicious classification, but it does
not establish the real-world operator or provide enough visible business substance for unrestricted trust.

Infrastructure Integrity

The site is protected by Cloudflare CDN/WAF infrastructure, with observed traffic resolving through the CDN
edge rather than a directly visible origin server. This provides a mitigating layer against direct origin exposure
but is an infrastructure control, not proof of operator legitimacy.

EVIDENCE

» Hosted through AS13335, CLOUDFLARENET — Cloudflare, Inc., US; observed edge IP:
185.158.133.1.

» The site’s transport certificate is issued by WE1, uses Domain Validation (DV), and is valid through
2026-12-27.

« The infrastructure analysis identified Cloudflare CDN/WAF protection and no observable origin-server
candidate.

Closing Assessment
Prospective users should complete independent identity and service verification and use available payment

protections before undertaking sensitive or high-value interaction.

Written analysis generated 2026-09-30 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

3 findings contributed to this verdict, raised by page content, behaviour in a sandbox, hosting and network.

01 Page content

« The page shows few of the signs expected from a trustworthy operator.
Page content rule:PAGE_TRUST_QUALITY_LOW

« The browser raised a warning while loading the page.
Page content rule:PAGE_BROWSER_FLAGS_SUSPICIOUS

» The page has no description for search engines, which established sites usually provide.
Page content rule:PAGE_SEQ_MISSING_META

02 Behaviour in a sandbox

« Most of what the page loaded came from other domains rather than from this one.
Behaviour in a sandbox rule:BEHAV_EXTERNAL_RATIO_HIGH

« The review of the page network activity found requests that look out of place.
Behaviour in a sandbox rule:BEHAV_GPT_SUSPICIOUS_NETWORK




03 Hosting and network

« The domain was registered between three and six months ago.
Hosting and network rule:DNS_YOUNG_6M

Signals weighed against the site

» AbuselPDB: 94 reports on hosting IP 185.158.133.1 (Internet Utilities Europe and Asia Limited, Content
Delivery Network), 45% confidence. The reports are attributed to shared infrastructure, not specifically to this
website.

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of convertesvale.com.br.

» The request stayed on convertesvale.com.br. It was not redirected to another domain.
« DNS for this domain is served by domaincontrol.com, across 2 name servers.

» The registration is paid up to 2027-06-02.

It is hosted on CLOUDFLARENET, from a server in AE.

Domain intelligence

Registrar Not available

Hosting CLOUDFLARENET - Cloudflare, Inc., US

Country AE

Server IP 185.158.133.1

Name servers ns@1.domaincontrol.com, ns@2.domaincontrol.com
CDN / edge network Detected (cloudflare)

Resolved IP addresses 1

Edge IP addresses 1

Likely origin IP addresses 0

SSL issuer WE1

SSL expiry 2026-12-27



Domain age 0.33 years (continuous registration)

Domain expiry 2027-06-02

Archive first seen Not available

Archive snapshots 0

Reputation VirusTotal: @ flagged | AbuseIPDB: 45% confidence, 94 reports | Google

Safe Browsing: @ matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about convertesvale.com.br at assessment
time. It is a starting point for your own judgement, not a guarantee: a high score means the signals were
consistent with a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/convertesvale.com.br - assessed 2026-09-30



