TrustSniffer Assessed 2026-08-17

Automated first-party analysis
WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is domainers.de legit? TrustSniffer's high-trust assessment: 96/100

domainers.de

Verdict
domainers.de appears legitimate.
96 Our checks found nothing pointing to fraud. Ordinary care still applies
OUT OF 100 when you pay or sign in.
(Not Scam) CSafe for Login> (Low Risk)
HIGH TRUST Assessed 2026-08-17 by automated analysis. Classification confidence 55%.
What this site appears to be Official-looking domain registrar site (Domainers Registrar AG) offering domain

registration, portfolio management, reseller/whitelabel services, APIs, SSL
certificates, and customer support. Contains pricing, testimonials, sustainability
info, full legal imprint and contact details.

Evidence status and limitations

Evidence completeness:

« The real-world operator identity was not independently verified.

» Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age Not available NOTED

No registration record was returned

Web archive Never archived WATCH

No public history of this site

Certificate Encrypted connection NOTED

Issued by YR2



The page as captured

https://www.domainers.de/en/

domainers =

ur domain

What domainers.de served when TrustSniffer captured it on 2026-08-17. The page may look different now.
Key findings

» Automated classification: Not Scam.
« No flags from the reputation services TrustSniffer consulted at assessment time.

« The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Overview

This website presents itself as Domainers Registrar AG, a corporate domain-registration and portfolio-
management provider offering domain purchases, DNS and security management, reseller and white-label
services, APIs, SSL certificates, customer support, and tailored pricing for business portfolios.

Scam/Impersonation Risk

No contradictions were observed. The site’s corporate presentation, domain-registration business model, legal
and contact content, and absence of detected phishing, impersonation, wallet-drainer, hidden-form, or external
password-collection behavior are consistent with an apparently legitimate established website. The behavioral
review did identify several suspicious inline scripts and console errors, but these are implementation-quality
observations rather than evidence of a contradictory identity or fraud mechanism; the same review found no
cloaking, sensitive hidden forms, wallet activity, or malicious destination behavior. External reputation checks
were clean, and no broker-dataset match was identified. Evidence:

» The homepage identifies the business as “Domainers Registrar AG” and presents a corporate registrar
profile without detected brand-impersonation indicators.

» The homepage contains one contact form, with no password submission, hidden sensitive form, wallet
connection, or untrusted form destination detected.



« External reputation telemetry recorded 0 malicious detections, 0 suspicious detections, and no confirmed
threat listing.

Regulatory Verification Notes

The site provides a conventional commercial service description, domain pricing, customer-support information,
testimonials, sustainability material, and a legal imprint with contact details. Its stated services include retail and
reseller domain registration, portfolio management, management APIs, SSL certificates, and tailored quotations
for larger portfolios. The available evidence does not establish an independently verified real-world operator
identity, and the site’s licensing or registration position is unclear; this is a regulatory-disclosure point requiring
confirmation rather than evidence of a scam. Evidence:

» The homepage displays specific pricing of $13.45 per year for “.com,” €2.49 per year for “.de,” and €7.99 per
year for “.eu,” alongside transfer and DNS-management terms.

« The homepage states that the service has operated as a domain registrar since 2008 and describes reseller,
white-label, API, and portfolio-management functionality.

« The site’s transport encryption uses a DV certificate issued by YR2, valid through 2026-10-
22T06:13:52+00:00.

What to Verify Next

Before credential or payment interactions, an institutional or commercial user should independently confirm the
legal entity and applicable registrar or industry authorization through the relevant official registry, then compare
the quoted pricing, renewal terms, transfer conditions, refund provisions, and payment protections with the
formal customer agreement. Contact channels should also be confirmed through an independent route before
sensitive account changes or large portfolio transfers. Evidence:

« The homepage offers customer login, quote requests, portfolio services, and reseller arrangements, creating
a need to validate authorization and contractual responsibilities before material transactions.

« The site advertises monthly billing, portfolio-specific price tiers, term takeover, payment options, and free-
transfer terms that should be reconciled with the applicable service agreement.

» The homepage presents a customer-support and contact workflow suitable for independent channel
confirmation before account-sensitive activity.

Summary Verdict

Available evidence is consistent with an established, apparently legitimate website with a high-trust, low-risk
posture and no observed scam or impersonation contradictions. The conclusion supports ordinary business
engagement, while the operator’s real-world identity remains independently unverified.

Infrastructure Integrity

The website is protected by a CDN/WAF layer, which is a mitigating control against direct exposure and
common edge-level abuse but is not, by itself, proof of legitimacy. Observed infrastructure resolves to a Hetzner-
hosted edge in Germany, with no origin candidate identified during the analysis. Evidence:

» Served from AS24940 (HETZNER-AS — Hetzner Online GmbH, DE), edge IP 94.130.37.209, country DE.

« CDN/WAF protection is present; 1 edge IP was observed and 0 likely origin IPs were identified.

« TLS validation level is DV; the certificate issuer is YR2 and its validity end is 2026-10-22T06:13:52+00:00.



Closing Assessment

Proceeding with normal business use is proportionate to the available risk posture, subject to ordinary
independent checks of merchant identity, contractual terms, return or cancellation rights, and payment protection
before submitting credentials or making payments.

Written analysis generated 2026-08-17 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate
from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of domainers.de.

« The request stayed on domainers.de. It was not redirected to another domain.
« DNS for this domain is served by 16.246 2a02:2940:0:a0d1:0:0:0:246, across 4 hame Servers.
o Itis hosted on HETZNER-AS, from a server in DE.

Domain intelligence

Registrar Not available

Hosting HETZNER-AS - Hetzner Online GmbH, DE

Country DE

Server IP 94.130.37.209

Name servers ns1.domainers.de 95.130.16.246 2a02:2940:0:20d1:0:0:0:246,

ns2.domainers.de 95.130.17.218 2a02:2940:0:20d2:0:0:0:218,
ns3.domainers.de 217.146.22.194, ns4.domainers.de 144.76.91.137
2a01:418:192:2187:0:0:0:2

SSL issuer YR2

SSL expiry 2026-10-22

Domain age Not available (no registration date was returned)
Domain expiry Not available

Archive first seen Not available



Archive snapshots 0

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about domainers.de at assessment time. It is a
starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/domainers.de - assessed 2026-08-17



