TrustSniffer Assessed 2026-09-23
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is golddigapp.com a scam? TrustSniffer's high-risk assessment: 0/100
golddigapp.com

Verdict
golddigapp.com shows high-risk / scam indicators.
0 This assessment found strong scam indicators. Do not pay, sign in, or
OUT OF 100 share personal details with this site.
(Sensitive Interaction Risk> (Governance Risk)
CRITICAL RISK Assessed 2026-09-23 by automated analysis. Classification confidence 55%.
What this site appears to be Marketing landing page for XAUT/XAULt token and associated Al trading service.

Encourages wallet connection, crypto deposits, and promises steady/stable
returns and redeemability for physical gold; lacks visible audits, regulatory
licensing, clear corporate identity or contact verification.

Evidence status and limitations

Evidence completeness:

« The real-world operator identity was not independently verified.

» Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age 4 months old

Most scam domains are under a year old

Web archive Never archived WATCH
No public history of this site

Certificate Encrypted connection NOTED
Issued by YE1



The page as captured

https://golddigapp.com/

'

What golddigapp.com served when TrustSniffer captured it on 2026-09-23. The page may look different now.
Key findings

Automated classification: Sensitive Interaction Risk.

« Domain age: less than 1 year (registration continuity).

No flags from the reputation services TrustSniffer consulted at assessment time.

» The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Overview

This website is a marketing landing page for an XAUT/XAUt token and an associated Al trading service,
presenting tokenized gold storage, physical-gold redemption, and automated trading returns as its apparent
business model.

Scam/Impersonation Risk

No confirmed phishing, impersonation, or conflicting legal identities were observed. However, the homepage
presents a deposit-before-service model: visitors are instructed to connect a wallet, deposit crypto, and pursue
“steady returns” through Al trading. It also claims that XAUT tokens are backed by physical gold, that gold
allocations can be verified on the website, and that tokens can be redeemed for physical gold delivered to
Switzerland, while the available page evidence does not show corresponding audits or independently verifiable
support for those high-stakes claims. This combination of return-oriented promotion, crypto funding, opaque
value flow, and limited supporting evidence creates a critical risk posture for financial or credential-related
interaction. Evidence:

» The homepage markets “Automated Trading” for “steady returns” and directs visitors through “Connect
Wallet” and deposit-oriented onboarding.



« The homepage claims physical-gold backing, online verification of vault allocations, and delivery of
redeemed gold bars to addresses in Switzerland.

» The site was registered on 2026-05-18 and is approximately 0.35 years old, according to the domain
registration record.

« Observed browser activity included 36 external XHR requests, 15 of which were non-whitelisted, with up to
93 DOM changes after interaction.

Regulatory Verification Notes

The landing page does not visibly provide a corporate identity, regulatory license, license number, audit
documentation, or independently verifiable contact details. These are material disclosure gaps for a service
soliciting crypto deposits and presenting investment-related returns; they are verification issues rather than
evidence of impersonation. Ownership registration is privacy-protected through NameSilo, LLC and
PrivacyGuardian.org, which limits direct attribution but does not independently establish misconduct. No
matching broker-reputation record was identified, and that contextual result is not a licensing determination.
Evidence:

» The homepage is labeled “XAUT” and presents a crypto token and Al trading service without a visible legal
entity or licensing disclosure.

» The domain registrar is NameSilo, LLC; the registered owner is recorded as “User #f873c19f Privacy,” with
the organization listed as “See PrivacyGuardian.org.”

e The site is hosted on AS13335, CLOUDFLARENET - Cloudflare, Inc., US.
« Transport encryption uses a DV certificate issued by YE1, valid through 2026-12-13.

What to Verify Next

Before any sensitive interaction, an independent check should confirm whether the operator is authorized by the
relevant financial or virtual-asset regulator and whether the stated gold backing, custody arrangements,
allocation records, and redemption process can be validated through authoritative third-party documentation.
The operator’s legal name, jurisdiction, contractual terms, fee structure, withdrawal conditions, and
independently reachable support channels should also be established outside the website. Until those checks
are completed, activity should remain limited to passive review rather than credentials, wallet authorization, or
funds.

EVIDENCE

» The homepage provides investment-related return claims but no visible audit, licensing, or corporate-
identity evidence.

» The stated redemption and backing claims require confirmation through independent custody, reserve,
and delivery documentation.

» The available site content provides no independently verified contact or operator-identification trail.

Summary Verdict

The overall posture is critical trust with a sensitive-interaction risk classification. Available evidence does not
establish a reliable real-world operator identity, and the site’s financial solicitation model is not adequately

supported by transparent accountability or verifiable substantiation. The website should not presently be treated
as suitable for login, credential submission, or financial activity.



Infrastructure Integrity

The site is fronted by Cloudflare CDN and WAF infrastructure, which provides a mitigating layer against direct
exposure of the hosting environment. All observed addresses were CDN edge addresses, and the origin server
was not observable in this analysis; this supports transport and perimeter resilience but does not establish the
legitimacy of the operator or its financial claims.

Closing Assessment

Pending independent regulatory, operator, reserve, and service verification, prospective users should restrict
activity to non-interactive review and avoid committing credentials, authorizing wallet access, or transferring
funds.

Written analysis generated 2026-09-23 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, behaviour in a sandbox.

01 Governance Risk

« Registration details are held behind a privacy service, so no operator is named publicly. This is common
and legal, and it also means there is nobody to check.
Registration and ownership rule:KF_WHOIS_PRIVATE

» The registration record withholds contact details for the operator.
Registration and ownership rule:KF_WHOIS_HIDDEN

02 Sensitive Interaction Risk

» The page made background requests to destinations TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_XHR

« Most of what the page loaded came from other domains rather than from this one.
Behaviour in a sandbox rule:BEHAV_EXTERNAL_RATIO_HIGH

» The page exchanged network traffic with destinations TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_TRAFFIC

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 25%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of golddigapp.com.



« The request stayed on golddigapp.com. It was not redirected to another domain.

« Registration is published under NameSilo, LLC.
« DNS for this domain is served by cloudflare.com, across 2 name servers.

« The registration is paid up to 2027-05-18.

e |tis hosted on CLOUDFLARENET, from a server in US.

Domain intelligence

Registrar NameSilo, LLC

Hosting CLOUDFLARENET - Cloudflare, Inc., US

Country us

Server IP 2606:4700:3035::6815:51e1

Name servers BOWEN.NS.CLOUDFLARE.COM, ELINORE.NS.CLOUDFLARE.COM

SSL issuer YE1

SSL expiry 2026-12-13

Domain age 0.35 years (continuous registration)

Domain expiry 2027-05-18

Archive first seen Not available

Archive snapshots 0

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about golddigapp.com at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/golddigapp.com - assessed 2026-09-23



