TrustSniffer Assessed 2026-08-02

Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is joybuy.de legit? TrustSniffer's high-trust assessment: 95/100

joybuy.de
Verdict
joybuy.de appears legitimate.
95 Our checks found nothing pointing to fraud. Ordinary care still applies
OUT OF 100 when you pay or sign in.
(Not Scam) CSafe for Login> (Low Risk)
HIGH TRUST Assessed 2026-08-02 by automated analysis. Classification confidence 50%.
What this site appears to be Joybuy ecommerce site error page in German showing a 403 access restriction

and temporary service interruption, alongside standard shopping, customer
support, privacy, payment, shipping, and returns information.

Evidence status and limitations

Evidence completeness:

» Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age Not available NOTED

No registration record was returned

Web archive Never archived WATCH

No public history of this site

Certificate Encrypted connection NOTED
Issued by GlobalSign RSA OV SSL CA 2018

The page as captured

No screenshot is retained for this report.



Key findings

» Automated classification: Not Scam.
» No flags from the reputation services TrustSniffer consulted at assessment time.

» The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Overview

Joybuy is an established online retail marketplace presenting selected consumer brands, same-day delivery,
customer support, payments, shipping, returns, and a mobile application, with the apparent purpose of
facilitating standard consumer purchases.

Scaml/impersonation Risk

No contradictions, phishing indicators, brand-impersonation signals, or confirmed malicious reputation findings
were observed. The temporary 403 access restriction is presented as a service interruption caused by system
overload and does not, on the supplied evidence, indicate deceptive conduct. Normal account login and
standard use are appropriate when the service is available.

« The homepage/error page identifies Joybuy and presents ordinary retail, delivery, payment, support, privacy,
and returns functions.

» The page analysis recorded no red flags, no phishing indicators, no sensitive forms, and no suspected brand
impersonation.

» External reputation checks recorded no malicious detections, no suspicious detections, and no abuse
reports.

Regulatory Verification Notes

The accessible page links to privacy, cookie, terms, payment, shipping, returns, and customer-service
information, providing a recognizable consumer-commerce policy framework. No financial-services license is
claimed or required by the stated retail model; corporate registration and merchant-entity details are not visible
in the supplied page capture, so those remain ordinary transparency items for independent confirmation rather
than indicators of fraud. The available third-party broker context produced no match.

» The page footer links to Allgemeine Geschéftsbedingungen, Datenschutzerklarung, Cookie-Richtlinie,
shipping, payment, and returns information.

» The site’s TLS certificate is Organisation Validation (OV), issued by GlobalSign RSA OV SSL CA 2018, valid
through 2027-02-24.

» The observed external reputation results showed zero malicious detections, zero suspicious detections, and
zero abuse reports.

What to Verify Next

Before unusually large commercial commitments, confirm the contracting merchant entity and applicable
consumer terms through the site’s legal pages or an independently obtained customer-service channel.
Standard purchases, account access, and routine account actions may proceed normally once the temporary
service interruption has cleared.



» The page provides direct paths to terms, privacy, payment, shipping, returns, and customer-service
information.

« The page states that the interruption is temporary and provides an update/retry function.

« The site presents 24/7 customer service and account-order support as part of its normal operating model.

Summary Verdict

Joybuy presents as a legitimate, established, and trustworthy ecommerce service with no observed scam or
impersonation contradiction. The converging content, reputation, operational, and certificate signals support
normal interaction, including account login and standard transactions.

Infrastructure Integrity

The site resolves to infrastructure operated by JD - Beijing Jingdong Shangke Information Technology Co. Ltd.
in China, with two likely origin addresses and no detected CDN edge layer. The hosting environment and valid
organisation-validated certificate provide a mitigating integrity signal, although protective infrastructure alone is
not proof of legitimacy.

» Hosted on AS137753, JD - Beijing Jingdong Shangke Information Technology Co. Ltd., CN.

e Observed server IP: 1.118.33.62.

« TLS certificate subject organisation: JINGDONG GROUP IRELAND LIMITED; issuer: GlobalSign RSA OV
SSL CA 2018; valid to 2027-02-24.

Closing Assessment

Normal use is appropriate, with routine attention to the applicable order, payment, delivery, returns, and privacy
terms.

Written analysis generated 2026-08-02 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate
from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of joybuy.de.

« The request stayed on joybuy.de. It was not redirected to another domain.
« DNS for this domain is served by awsdns-00.0rg, across 4 name servers.
« Itis hosted on JD, from a server in CN.



Domain intelligence

Registrar Not available

Hosting JD - Beijing Jingdong Shangke Information Technology Co. Ltd., CN
Country CN

Server IP 1.118.33.62

Name servers ns-1029.awsdns-00.org, ns-1825.awsdns-36.co.uk, ns-468.awsdns-58.com,

ns-881.awsdns-46.net

SSL issuer GlobalSign RSA OV SSL CA 2018

SSL expiry 2027-02-24

Domain age Not available (no registration date was returned)

Domain expiry Not available

Archive first seen Not available

Archive snapshots 0

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about joybuy.de at assessment time. It is a
starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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