TrustSniffer Assessed 2026-08-20
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is lenoelderakuten.com safe? TrustSniffer's moderate-trust
assessment: 65/100

lenoelderakuten.com

Verdict
lenoelderakuten.com is moderately trusted.
65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.
(Sensitive Interaction Risk) (Governance Risk)
MODERATE TRUST Assessed 2026-08-20 by automated analysis. Classification confidence 50%.
What this site appears to be French-language promotional contest page asking users to submit name, email,

partner name and address, and upload proof of purchase to receive an activity
pass for qualifying purchases (Rakuten + Disney/Marvel/Star Wars).

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age 10 months old WATCH

Most scam domains are under a year old

Web archive Archived since 2025 CLEAR

Public history exists

Certificate Encrypted connection NOTED
Issued by YE1



The page as captured

https://lenoelderakuten.com/
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What lenoelderakuten.com served when TrustSniffer captured it on 2026-08-20. The page may look different now.
Key findings

Automated classification: Sensitive Interaction Risk.

« Domain age: less than 1 year (registration continuity).

Public web-archive history exists since 2025.

No flags from the reputation services TrustSniffer consulted at assessment time.

Full analysis

Overview

The website is a French-language promotional contest page presenting a purchase-validated offer connected to
qualifying Rakuten purchases of Disney, Pixar, Marvel, or Star Wars products, through which participants may
request a complimentary activity pass.

Scam/Impersonation Risk

No contradictions were observed: the available evidence shows no phishing, impersonation, malicious-content,
or blacklist indicators. The homepage presents a conventional promotional workflow rather than a login or
payment interface, and its stated mechanics are consistent with a marketing partnership model. However, the
site’s use of well-known commercial brands remains an on-page claim rather than independent proof of
authorization, while the collection of names, email addresses, partner details, postal information, and purchase
documentation creates a sensitive data-handling consideration. The apparent legitimacy is therefore evidence-
consistent but not independently established.



EVIDENCE

The homepage identifies the page as “Le noél” and describes a participation process involving an
activity selection, personal details, and proof-of-purchase upload.

The homepage states that qualifying purchases involve Rakuten and Disney, Pixar, Marvel, or Star Wars
products, with participation subject to moderation.

Technical behavioral testing found no login form, hidden form, wallet activity, suspicious scripts,
cloaking, or untrusted form destination.

The domain was registered in 2025 and is approximately 0.82 years old, according to registration
records.

Regulatory Verification Notes

The site appears to operate a promotional giveaway rather than a regulated financial or investment service. The

visible navigation includes “Modalités,” “Mentions légales,” and “Contact,” but the supplied page capture does

not provide the underlying legal-page content needed to identify the organizer, clarify data-processing
responsibilities, or establish the terms governing the promotion. No license or registration claim is present or

independently verified; for this business model, that is a transparency and organizer-verification matter rather

than evidence of a scam. The available external reputation signals did not identify a blacklist or malicious
classification, and no matching third-party broker profile was found.

EVIDENCE

The homepage contains navigation labels for participation terms, legal notices, and contact information,
but the captured content does not show their substantive disclosures.

The site is hosted by OVH - OVH SAS in France on AS16276.

The site’s transport encryption uses a valid DV certificate issued by YE1, with validity through 2026-09-
13.

The captured page has no stated license authority or license number.

What to Verify Next

Before submitting personal information or purchase documentation, the promotion organizer should be

confirmed through an independent official channel associated with the named commercial partners. The
“Mentions légales” and “Modalités” pages should be reviewed for the responsible legal entity, eligibility rules,

retention and deletion practices, complaint route, and any restrictions on uploaded receipts. The official contact

route should also be confirmed independently, and only the minimum documentation necessary for participation
should be provided.

EVIDENCE

The homepage directs participants to the “Modalités” and “Mentions légales” pages for the governing
terms.

The participation workflow includes a file-upload field for purchase evidence, making the terms and
data-handling disclosures material to the decision.

The stated process provides for post-submission moderation before an activity pass is issued.



Summary Verdict

The site has a moderate trust posture supported by a coherent promotional purpose, benign observed
behavior, valid transport security, and the absence of identified contradiction signals. Its apparent legitimacy is
evidence-consistent, but the real-world operator and partnership authorization remain unverified, so the site
should not be treated as independently authenticated.

Infrastructure Integrity

The site is protected by CDN/WAF infrastructure, with observed edge addresses associated with OVH - OVH
SAS and AS16276 in France; an origin server address was not observable in the analysis. This provides a
mitigating layer against direct exposure of the hosting environment, but infrastructure protection alone does not
establish the operator’s identity or the authenticity of the promotion.

Closing Assessment

Ordinary browsing is proportionate to the observed posture, while sensitive submissions and high-value
commitments should follow independent confirmation of the organizer, terms, and data-handling arrangements.

Written analysis generated 2026-08-20 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, behaviour in a sandbox.

01 Governance Risk

« The registration record withholds contact details for the operator.
Registration and ownership rule:KF_WHOIS_HIDDEN

« Registration details are held behind a privacy service, so no operator is named publicly. This is common

and legal, and it also means there is nobody to check.
Registration and ownership rule:KF_WHOIS_PRIVATE

02 Sensitive Interaction Risk

» The page rewrote itself after it was interacted with, so what a visitor first sees is not what they end up

on.
Behaviour in a sandbox rule:BEHAV_DOM_DIFF_AFTER_INTERACTION

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 25%

» No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.



What TrustSniffer observed

First-party facts recorded during the assessment of lenoelderakuten.com.
« The request stayed on lenoelderakuten.com. It was not redirected to another domain.

« Registration is published under OVH, SAS.
« DNS for this domain is served by ovh.net, across 2 name servers.

» The registration is paid up to 2026-10-24.

« The earliest public archive of this site is from 2025-12-03.

« Itis hosted on OVH, from a server in FR.

Domain intelligence

Registrar OVH, SAS

Hosting OVH - OVH SAS, FR

Country FR

Server IP 2001:41d0:301::29

Name servers DNS16.0VH.NET, NS16.0VH.NET

SSL issuer YE1

SSL expiry 2026-09-13

Domain age 0.82 years (continuous registration)

Domain expiry 2026-10-24

Archive first seen 2025-12-03

Archive snapshots Not counted (archive lookup incomplete)

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about lenoelderakuten.com at assessment
time. It is a starting point for your own judgement, not a guarantee: a high score means the signals were
consistent with a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/lenoelderakuten.com - assessed 2026-08-20



