TrustSniffer Assessed 2026-08-20
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is loveformalawi.org safe? TrustSniffer's moderate-trust assessment:
50/100

loveformalawi.org

Verdict
loveformalawi.org is moderately trusted.
50 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.

(Governance Risk) (Dynamic Interaction Caution)

MODERATE TRUST Assessed 2026-08-20 by automated analysis. Classification confidence 50%.

What this site appears to be Official-looking nonprofit site for ‘Love For Malawi' describing mission, projects
in healthcare and education, donation CTA, volunteer info, postal address and
contact email.

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 70% confidence

AbuselPDB, 15 reports; shared hosting inflates reports

Domain age 5.4 years old CLEAR
Registered history

Web archive Archived since 2022 CLEAR

Public history exists

Certificate Encrypted connection NOTED
Issued by YR2



The page as captured

https://www.loveformalawi.org/
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What loveformalawi.org served when TrustSniffer captured it on 2026-08-20. The page may look different now.

Key findings

Automated classification: Governance Risk.

« Domain age: 3 to 10 years (registration continuity).

Public web-archive history exists since 2022.

At least one reputation service TrustSniffer consulted had flagged this domain at assessment time.

Full analysis

Overview

Love For Malawi is an official-looking charitable nonprofit website presenting a mission to support
underprivileged communities in Malawi, particularly through healthcare and education initiatives in the Thyolo
district. It provides information about its projects, organizational background, board, financials, volunteering
opportunities, events, and donation-based support model.

Scam/Impersonation Risk

No blacklist, phishing, brand-impersonation, or conflicting-identity contradictions were observed. The
homepage’s substantive charity content, named mission, project information, donation pathway, volunteer
information, postal address, and links to Facebook and LinkedIn are consistent with a genuine nonprofit
presentation, although the real-world operator remains likely rather than independently verified. A shared
Squarespace hosting address is associated with abuse reports; this is a soft reputational signal attributable to
shared provider infrastructure rather than evidence of abuse by Love For Malawi itself.



EVIDENCE

» The homepage identifies Love For Malawi and describes healthcare and education work serving
residents of the Thyolo district.

» The domain was registered on 2021-04-06 and is approximately 5.37 years old.

» Shared Squarespace infrastructure associated with the site has 15 abuse reports; the attribution
identifies the subject as shared provider infrastructure.

Regulatory Verification Notes

The site includes dedicated About, Board of Directors, Financials, Our Roots, and contact-related content, which
provides meaningful organizational context. The supplied material does not independently verify the
organization’s legal status or any charitable registration, and the site does not present a license or registration
number in the reviewed content; this is a transparency and verification matter, not evidence of a scam. The
available evidence supports an apparently legitimate charitable presentation, but not a fully verified institutional
identity.

EVIDENCE

« The navigation includes About, Financials, Board of Directors, Our Roots, and About Malawi pages.
» The site is hosted on AS53831, identified as SQUARESPACE - Squarespace, Inc., US.

» The site’s TLS certificate is issued by YR2 at DV validation level and is valid through 2026-10-23.

What to Verify Next

Before a substantial donation, the organization’s charitable registration and legal standing should be confirmed
through the relevant Malawi or applicable national registry. The Board of Directors, postal address, financial
information, and donation recipient should be cross-checked through independently sourced records, and any
payment should use a method offering appropriate transaction protection. Official contact channels should also
be confirmed through an independent, offline route before sensitive information is provided.

EVIDENCE

» The Financials and Board of Directors pages provide specific records and names suitable for
independent cross-checking.

» The About and contact content provides organizational and location details suitable for registry or offline
verification.

» The Donate page defines the point at which payment-recipient and transaction-protection checks should
be performed.

Summary Verdict

The website has a moderate trust posture and appears consistent with a genuine nonprofit information and
donation site. Its identity is likely but not independently verified, so legitimacy should be treated as apparent
rather than proven. No scam or impersonation contradictions were observed.



Infrastructure Integrity

The site operates on Squarespace infrastructure in the United States under AS53831. This managed hosting
environment is a mitigating technical factor, but hosting infrastructure alone does not establish the identity or
charitable status of the operator.

Closing Assessment

Routine informational browsing is reasonable, while substantial donations or sensitive submissions should follow
independent organization, recipient, and payment-protection checks.

Written analysis generated 2026-08-20 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, behaviour in a sandbox.

01 Governance Risk

» The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE

02 Dynamic Interaction Caution

» The structure of the page changed sharply while it was loading.
Behaviour in a sandbox rule:BEHAV_DOM_DENSITY_SPIKE

« Most of what the page loaded came from other domains rather than from this one.
Behaviour in a sandbox rule:BEHAV_EXTERNAL_RATIO_HIGH

Signals weighed against the site

« AbuselPDB: 15 reports on hosting IP 198.49.23.145 (Squarespace, Inc., Content Delivery Network), 70%
confidence. The reports are attributed to shared infrastructure, not specifically to this website.

Identity verification

Status LIKELY
Identity score 76/100
Identity verification confidence 76%

» Trusted social count=2
Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of loveformalawi.org.

« The request stayed on loveformalawi.org. It was not redirected to another domain.
« Registration is published under GoDaddy.com, LLC.



DNS for this domain is served by domaincontrol.com, across 2 name servers.

« The registration is paid up to 2027-04-06.

The earliest public archive of this site is from 2022-12-01.
It is hosted on SQUARESPACE, from a server in US.

Domain intelligence

Registrar GoDaddy.com, LLC

Hosting SQUARESPACE - Squarespace, Inc., US

Country us

Server IP 198.49.23.145

Name servers ns73.domaincontrol.com, ns74.domaincontrol.com
SSL issuer YR2

SSL expiry 2026-10-23

Domain age 5.37 years (continuous registration)

Domain expiry 2027-04-06

Archive first seen 2022-12-01

Archive snapshots Not counted (archive lookup incomplete)
Reputation VirusTotal: @ flagged | AbuseIPDB: 70% confidence, 15 reports | Google

Safe Browsing: @ matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about loveformalawi.org at assessment time. It
is a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with
a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/loveformalawi.org - assessed 2026-08-20



