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Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is medicalbelarus.by safe? TrustSniffer's moderate-trust assessment:
70/100

medicalbelarus.by

Verdict
medicalbelarus.by is moderately trusted.
70 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.

(Not Scam) (Governance Risk) (Dynamic Interaction Caution)

MODERATE TRUST Assessed 2026-08-21 by automated analysis. Classification confidence 50%.

What this site appears to be Russian-language medical tourism landing describing a wide range of clinical
services in Belarus (dental, ophthalmology, cardiology, surgery, diagnostics),
plus patient support such as visa help, transfers and accommodation. Primarily
informational and commercial; no evident high-risk or phishing elements.

Evidence status and limitations

Evidence completeness:

« The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 8% confidence CLEAR

AbuselPDB, 4 reports; shared hosting inflates reports

Domain age 8.9 years old CLEAR

Registered history

Web archive Archived since 2017 CLEAR

Public history exists

Certificate Encrypted connection NOTED

Issued by YR2



The page as captured

https://www.medicalbelarus.by/

What medicalbelarus.by served when TrustSniffer captured it on 2026-08-21. The page may look different now.
Key findings

» Automated classification: Not Scam.
« Domain age: 3 to 10 years (registration continuity).
» Public web-archive history exists since 2017.

» VirusTotal and Google Safe Browsing had no flags for this domain; its hosting IP carries AbuselPDB reports
below the confidence level TrustSniffer treats as a flag.

Full analysis

Overview

Russian-language medical tourism website presenting access to dental, ophthalmology, cardiology, surgical,
diagnostic, laboratory, cosmetic, and related healthcare services in Belarus, together with visa assistance,
transfers, accommodation, and patient-support arrangements. Its apparent business model is commercial
coordination of treatment and travel packages for foreign patients.

Scam/Impersonation Risk

No phishing, impersonation, brand-conflict, or blacklist contradictions were observed. The site's extensive
healthcare-service content, dedicated sections for “About Us,” treatment methods, pricing, reviews, service
procedures, and contacts, and its contact-only form are consistent with a conventional medical-tourism landing
site rather than a credential-harvesting or wallet-draining operation. A small reputational signal remains: abuse
reports are associated with the shared IP infrastructure attributed to the hosting provider, rather than specifically
to the website, so this does not establish site-level abuse. The available evidence therefore supports an
apparently legitimate site while leaving the real-world operator independently unverified.



EVIDENCE

» The homepage and service pages describe medical and dental treatment, diagnostics, surgery, and
patient travel support without detected phishing or impersonation indicators.

» The homepage contains one contact form, with no login form, hidden form, password submission, wallet
connection, or clipboard-hijacking behavior detected.

» The domain was registered on 2017-09-21 and is approximately 8.92 years old.

» Archive records show first observation on 2017-10-30, last observation on 2026-03-13, and 10 years
tracked.

Regulatory Verification Notes

The site provides commercially relevant healthcare information and includes pages for service procedures,
prices, reviews, and contacts, but the supplied page content does not identify a verified healthcare licence,
licensing authority, or registration number. That is a regulatory-disclosure gap requiring confirmation before
arranging treatment, not evidence of a scam. The apparent legitimacy is supported by coherent page content,
long-running domain continuity, valid transport encryption, and a known registrar, but these signals do not
independently prove which legal entity operates the service. No matching broker-reputation record was
identified, and no confirmed external threat listing was observed.

EVIDENCE

« The site's “About Us,” “Our Mission,” “Advantages,” “Service Procedure,” “Price List,” “Reviews,” and
“Contacts” sections are present; no licence number or licensing authority is stated in the supplied
content.

» The domain registrar is Reliable Software, Ltd; expiration is recorded as 2026-09-21.
» The site is hosted on AS57724, DDOS-GUARD - DDOS-GUARD LTD, RU.
o The TLS certificate is DV-validated, issued by YR2, and valid to 2026-09-01T03:58:30+00:00.

What to Verify Next

Before treatment bookings, deposits, or transmission of medical records, the prospective patient or institutional
counterparty should independently confirm the operating company, the named clinics and clinicians, and the
relevant Belarusian healthcare authorisations through official registries or direct clinic contact. Treatment
guotations, refund terms, accommodation commitments, and payment instructions should be obtained in writing
and checked against the clinic that will actually deliver care. Official contact channels should also be confirmed
through an independent route before sensitive exchanges.

EVIDENCE

» The homepage offers “Get a Consultation” and a contact form, creating a defined channel for requesting
written provider and treatment details.

”

» The site presents a “Price List,” “Reviews,” and “Service Procedure,” which can be cross-checked
against the contracting clinic and proposed patient journey.

» The stated service model includes visa, transfer, and accommodation support, making separate
confirmation of each third-party arrangement appropriate.



Summary Verdict

The website has a moderate-trust, apparently legitimate posture with no observed scam or impersonation
contradiction. Its substantive healthcare content and technical continuity are consistent with an established
commercial service, while independent operator identity and regulatory standing remain unresolved; the
evidence supports engagement subject to proportionate verification for sensitive or high-value commitments.

Infrastructure Integrity

The site resolves directly to a likely origin IP rather than a detected CDN edge, and is served through DDOS-
GUARD on AS57724 in Russia. This infrastructure provides some defensive mitigation through network-level
protection, but hosting arrangements alone are not proof of legitimacy.

Closing Assessment

Routine informational use is proportionate; independent verification should precede high-value payments,
treatment commitments, or submission of sensitive medical information.

Written analysis generated 2026-08-21 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, behaviour in a sandbox.

01 Governance Risk

» The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE

02 Dynamic Interaction Caution

« The page sent data to a destination TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_POSTS

» The page rewrote itself after it was interacted with, so what a visitor first sees is not what they end up
on.
Behaviour in a sandbox rule:BEHAV_DOM_DIFF_AFTER_INTERACTION

« The page made background requests to destinations TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_XHR

« The page exchanged network traffic with destinations TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_TRAFFIC

« Most of what the page loaded came from other domains rather than from this one.
Behaviour in a sandbox rule:BEHAV_EXTERNAL_RATIO_HIGH

e The page replaced a large part of its own content after loading.
Behaviour in a sandbox rule:BEHAV_DOM_CHANGE _HIGH

« The structure of the page changed sharply while it was loading.
Behaviour in a sandbox rule:BEHAV_DOM_DENSITY_SPIKE




Signals weighed against the site

e AbuselPDB: 4 reports on hosting IP 45.155.60.8 (Tilda Publishing JSC, Content Delivery Network), 8%
confidence. The reports are attributed to shared infrastructure, not specifically to this website.

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of medicalbelarus.by.

» The request stayed on medicalbelarus.by. It was not redirected to another domain.
« Registration is published under Reliable Software, Ltd.

« DNS for this domain is served by hoster.by, across 2 name servers.

» The registration is paid up to 2026-09-21.

« The earliest public archive of this site is from 2017-10-30.

¢ Itis hosted on DDOS-GUARD, from a server in RU.

Domain intelligence

Registrar Reliable Software, Ltd

Hosting DDOS-GUARD - DDOS-GUARD LTD, RU
Country RU

Server IP 45.155.60.8

Name servers ul.hoster.by, u2.hoster.by

SSL issuer YR2

SSL expiry 2026-09-01

Domain age 8.92 years (continuous registration)
Domain expiry 2026-09-21

Archive first seen 2017-10-30

Archive snapshots Not counted (archive lookup incomplete)
Reputation VirusTotal: @ flagged | AbuseIPDB: 8% confidence, 4 reports | Google

Safe Browsing: @ matches



About this assessment

A trust score summarises the evidence TrustSniffer could collect about medicalbelarus.by at assessment time. It
is a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with
a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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