TrustSniffer Assessed 2026-09-29
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is reinigung-kosanke.de safe? TrustSniffer's low-trust assessment:
40/100

reinigung-kosanke.de

Verdict
reinigung-kosanke.de is low-trust and potentially risky.
40 Several risk patterns were present. Do not send money or personal details
OUT OF 100 until you have verified this business another way.
(Sensitive Interaction Risk) (Governance Risk)
LOW TRUST Assessed 2026-09-29 by automated analysis. Classification confidence 55%.
What this site appears to be Site for Kosanke Glas & Gebaudereinigung, a regional cleaning service in Bad

Bramstedt offering window, facade, general and specialist cleaning. Includes
company info, services, testimonials, phone, address and contact options.
Compromised host notice

A threat-intelligence feed listed a file on reinigung-kosanke.de as distributing malware (last seen 2026-09-29).
TrustSniffer's evidence indicates that the site itself was compromised: the listing concerns a file placed on it by
someone else, and the site's owner is most likely a victim, not the actor.

Until the file is removed, downloading anything from this site is not safe. If you run this site, remove the listed
file, update the site software and its plugins, change its passwords and review it for other unauthorized changes.

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines 3 flagged it
VirusTotal

Google Safe Browsing Not listed
Google

Abuse reports on the host 0% confidence

AbuselPDB, 0 reports; shared hosting inflates reports



Domain age Not available NOTED

No registration record was returned

Web archive Never archived WATCH

No public history of this site

Certificate Encrypted connection NOTED
Issued by YR1

The page as captured

https://reinigung-kosanke.de/
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What reinigung-kosanke.de served when TrustSniffer captured it on 2026-09-29. The page may look different now.
Key findings

o Automated classification: Sensitive Interaction Risk.

» At least one reputation service TrustSniffer consulted had flagged this domain at assessment time.
Full analysis

Security Alert

Sophos flagged this site in external intelligence checks, indicating elevated compromise/scam exposure that
requires immediate caution.

This website presents Glas & Gebéaudereinigung Kosanke, a regional cleaning service in Bad Bramstedt,
Germany, offering private and commercial customers window, facade, building, specialist, solar, and post-
construction cleaning through a contact-driven service model.

Scam/Impersonation Risk

The site's visible content resembles a small-business service brochure: it identifies the Kosanke cleaning
business, describes cleaning services, provides contact routes, and does not present a login form, payment
workflow, cryptocurrency feature, or other obvious phishing mechanism. However, this benign page presentation



is materially outweighed by external threat intelligence: the domain has a confirmed blacklist status, with multiple
malicious detections and an additional suspicious detection, including a Tier 1 security-provider alert. This is a
confirmed external contradiction and creates a high risk for sensitive interaction, even though the available page
analysis found no explicit brand-impersonation or phishing pattern.

EVIDENCE

» The homepage and service pages describe a local cleaning business and contain no login or sensitive-
data form; behavioral testing recorded no hidden forms or wallet activity.

« External reputation checks recorded 3 malicious and 1 suspicious detections, and the domain was
marked by an external blacklist.

« The site links to Facebook and Twitter profiles, but these social references do not neutralize the external
threat findings.

Regulatory Verification Notes

The site provides an apparent business identity and links to dedicated Impressum and Datenschutzerklarung
pages, but the supplied material does not establish independently verified ownership or regulated status. No
regulatory license or license number is claimed; for a cleaning-service business this is primarily a transparency
and identity-verification matter rather than proof of wrongdoing. A third-party broker-intelligence check produced
no match, which is a limited contextual signal and not a licensing or legal determination.

EVIDENCE

» The homepage identifies “Glas & Gebaudereinigung Kosanke” in Bad Bramstedt and describes service
delivery to private and commercial customers.

« Internal navigation includes “Uber uns,” “Kontakt,” “Impressum,” and “Datenschutzerklarung” pages.

e The site is hosted on AS197540, netcup-AS — netcup GmbH, DE; the resolved infrastructure is
associated with Austria.

e TLS uses issuer YR1 with DV validation and is valid to 2026-12-06T10:39:07+00:00.

What to Verify Next

Before any sensitive engagement, an organization should independently compare the business name, address,
telephone details, and responsible legal entity shown on the site against official German business records and
an independently sourced local contact channel. The relevant authority or contracting counterparty should also
confirm whether any sector-specific registration, insurance, or commercial documentation is required for the
proposed service. Until those checks are complete, interaction should remain limited to low-sensitivity
information exchange, with no credential submission or payment based solely on the website.



EVIDENCE

» The contact and Impressum navigation provides the pages to use for an independent legal-identity
comparison.

» The site presents a telephone contact, address, and contact options that can be validated through a
separate offline or independently sourced channel.

« The site has no sensitive form, so verification should be performed outside any request for credentials or
financial information.

Summary Verdict

The overall posture is low trust with elevated sensitive-interaction risk. The site's service presentation is
coherent, but the confirmed external threat and blacklist findings are decisive contradictions that prevent the
website from being treated as a reliable basis for sensitive engagement.

Infrastructure Integrity

The site resolves directly to two likely origin addresses, with no detected CDN, edge-IP layer, or WAF vendor.
This provides limited infrastructure-level mitigation and does not offset the external reputation concerns.

EVIDENCE
» Hosting infrastructure reports 2 unique IPs, 0 edge IPs, and 2 likely origin IPs.

» No CDN or detected protective infrastructure vendor was identified.

Closing Assessment

Prospective counterparties should independently authenticate the business and use an established offline or
separately sourced channel before sharing credentials, making payments, or entering into a service
commitment.

Written analysis generated 2026-09-29 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, analysis engine.

01 Governance Risk

e The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE

02 Sensitive Interaction Risk

« The analysis matched a pattern TrustSniffer treats as a direct threat to a visitor.

Analysis engine signal:direct_threat




Identity verification

Status LIKELY
Identity score 76/100
Identity verification confidence 76%

e Trusted social count=2

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of reinigung-kosanke.de.

« The request stayed on reinigung-kosanke.de. It was not redirected to another domain.
« DNS for this domain is served by netcup.net, across 3 name servers.

« Itis hosted on netcup-AS, from a server in AT.

Domain intelligence

Registrar Not available

Hosting netcup-AS - netcup GmbH, DE

Country AT

Server IP 2203:4000:61:103e::23:3172

Name servers root-dns.netcup.net, second-dns.netcup.net, third-dns.netcup.net
CDN / edge network Not detected

Resolved IP addresses 2

Edge IP addresses 0

Likely origin IP addresses 2

SSL issuer YR1

SSL expiry 2026-12-06

Domain age Not available (no registration date was returned)

Domain expiry Not available

Archive first seen Not available

Archive snapshots 0

Reputation VirusTotal: 3 flagged | AbuseIPDB: 0% confidence, @ reports | Google

Safe Browsing: @ matches



About this assessment

A trust score summarises the evidence TrustSniffer could collect about reinigung-kosanke.de at assessment
time. It is a starting point for your own judgement, not a guarantee: a high score means the signals were
consistent with a legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/reinigung-kosanke.de - assessed 2026-09-29



