TrustSniffer Assessed 2026-08-13
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is sestsenat.org.br legit? TrustSniffer's high-trust assessment: 100/100

sestsenat.org.br

Verdict
sestsenat.org.br appears legitimate.
100 Our checks found nothing pointing to fraud. Ordinary care still applies
OUT OF 100 when you pay or sign in.
(Not Scam) CSafe for Login> (Low Risk)
HIGH TRUST Assessed 2026-08-13 by automated analysis. Classification confidence 75%.

WHAT THIS SITE APPEARS TO BE

Official-looking institutional site for SEST SENAT offering courses, health services, projects and contact information across
Brazil. Contact phone and address provided; content is informational and service-oriented.

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age 26 years old CLEAR

Registered history

Web archive Archived since 2000 CLEAR

850 snapshots

Certificate Encrypted connection NOTED
Issued by Thawte TLS RSA CA G1



The page as captured

No screenshot is retained for this report.
Key findings

Automated classification: Not Scam.

Domain age: more than 10 years (registration continuity).

Public web-archive history exists since 2000.

No flags from the reputation services TrustSniffer consulted at assessment time.

Full analysis

Overview

The website is an institutional service portal presenting SEST SENAT’s education, health, transport-sector
programmes, employment initiatives, business partnerships, news, and public-information resources for visitors
in Brazil.

Scam/Impersonation Risk

No contradictions were observed. The site’s content is informational and service-oriented, with no financial-
investment solicitation, cryptocurrency functionality, phishing indicators, sensitive login form, hidden form, wallet
activity, or suspected brand impersonation identified. Behavioral testing recorded external requests, external
posts, and console errors, but also found no cloaking, password-exfiltration form, wallet-drainer activity,
clipboard manipulation, or other abuse mechanism; these observations are more consistent with implementation
or third-party integration characteristics than with an impersonation pattern. The available evidence therefore
supports an apparently legitimate, low-risk website, while not independently proving the real-world operator
identity.

EVIDENCE
« Domain registration record: created 2000-05-19; age 26.25 years; expiry 2032-05-19.
» Web-archive history: 850 snapshots from 2000-09-18 through 2026-08-09, spanning 27 years.

» External reputation checks recorded 0 malicious detections, 0 suspicious detections, and 0 abuse
reports; the site had a traffic rank of 56087.

 Homepage behavioral testing recorded 8 external XHR requests, 6 external posts, and 14 console
errors, with 0 hidden forms, 0 wallet-connect runs, and O clipboard-write events.

Regulatory Verification Notes

The site presents institutional navigation for “Sobre nés,” national and regional councils, compliance, privacy
and transparency, procurement, auctions, and contact services. It does not present a specific licence or
registration number for a regulated financial activity; given the stated education, health, and social-programme
model, this is a regulatory-disclosure point to clarify where a particular service requires accreditation, rather than
evidence of a scam. The site’s apparent institutional identity is consistent with the content and technical history,
but the operator’s real-world identity remains independently unverified. A third-party broker-reputation source
reported no matching profile, which is contextual only and is not a licensing determination.



EVIDENCE

 Homepage navigation includes “Portal da Transparéncia,” “LGPD,” “Compliance,” “Licitactes,” “E-

compras,” and “Leildes.”
» Hosting infrastructure: AS262989 — CLICKNET BRASIL INFORMATICA E TELECOMUNICACOES LT,
BR; registry LACNIC; country BR.

« Transport encryption: OV TLS certificate issued by Thawte TLS RSA CA G1 to SEST SERVICO SOCIAL
DO TRANSPORTE, valid through 2027-01-21T23:59:59+00:00.

What to Verify Next

Before credential or payment interactions, an organization should independently confirm the relevant institutional
identity through an offline or separately sourced contact route, and confirm any accreditation or licensing
requirement applicable to the specific course, health service, partnership, or procurement activity. For any paid
transaction, ordinary checks of the applicable cancellation or return terms and payment-protection options
should be completed before funds or sensitive information are submitted.

EVIDENCE
» The homepage provides an “Encontre uma unidade” function for locating service locations.

» The site exposes “Documentos para cadastro,” “Contribuigédo,” and “Fale Conosco” routes for
operational follow-up.

» The homepage identifies separate areas for customers, courses, health appointments, enterprise
services, and employment programmes.

Summary Verdict

The overall posture is strongly favorable and consistent with an established, apparently legitimate institutional
website. No scam, phishing, impersonation, or other contradictory signal was observed; the remaining
uncertainty concerns independent confirmation of the real-world operator rather than evidence of malicious
activity.

Infrastructure Integrity

The site resolves to a single identified hosting address associated with CLICKNET BRASIL INFORMATICA E
TELECOMUNICACOES LT in Brazil, with no CDN detected. This direct hosting posture is an infrastructure
characteristic rather than an identity finding; the identified provider and stable technical resolution offer useful
operational consistency but do not, by themselves, prove legitimacy.

Closing Assessment

Normal informational use is proportionate to the observed posture, while independent identity, applicable
accreditation, service terms, and payment-protection checks should precede credential submission or payment
activity.

Written analysis generated 2026-08-13 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.



Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of sestsenat.org.br.

» The request stayed on sestsenat.org.br. It was not redirected to another domain.
DNS for this domain is served by 140.197, across 6 name servers.

The registration is paid up to 2032-05-19.

The earliest public archive of this site is from 2000-09-18.

It is hosted on AS262989, from a server in BR.

Domain intelligence

Registrar Not available

Hosting AS262989 - CLICKNET BRASIL INFORMATICA E TELECOMUNICACOES LT, BR
Country BR

Server IP 189.84.140.240

Name servers ns-2.sestsenat.org.br 189.84.140.197, ns-3.sestsenat.org.br

187.72.30.2, ns1-03.azure-dns.com, ns2-03.azure-dns.net, ns3-03.azure-
dns.org, ns4-03.azure-dns.info

SSL issuer Thawte TLS RSA CA G1

SSL expiry 2027-01-21

Domain age 26.25 years (continuous registration)

Domain expiry 2032-05-19

Archive first seen 2000-09-18

Archive snapshots 850

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about sestsenat.org.br at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.



TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/sestsenat.org.br - assessed 2026-08-13



