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Is sigmaclient.org safe? TrustSniffer's low-trust assessment: 32/100
sigmaclient.org

Verdict

32
OUT OF 100

LOW TRUST

sigmaclient.org is low-trust and potentially risky.

Several risk patterns were present. Do not send money or personal details
until you have verified this business another way.

Sensitive Interaction Risk Governance Risk

Assessed 2026-09-24 by automated analysis. Classification confidence 55%.

What this site appears to be Product page for Sigma Client 26.2, a free Minecraft utility/cheat mod for Fabric
with 200+ modules (combat, movement, render, automation, etc.). Provides
download instructions, feature descriptions, FAQ, and claims of open-source
audits and no telemetry. No payment or account flows are present.

Evidence status and limitations

Evidence completeness: UNKNOWN

The real-world operator identity was not independently verified.

Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it
VirusTotal

CLEAR

Google Safe Browsing Not listed
Google

CLEAR

Abuse reports on the host 0 reports
AbuseIPDB; shared hosting inflates this count

NOTED

Domain age 2 months old
Most scam domains are under a year old

RISK

Web archive Never archived
No public history of this site

WATCH

Certificate Encrypted connection
Issued by WE1

NOTED



The page as captured

https://sigmaclient.org/

What sigmaclient.org served when TrustSniffer captured it on 2026-09-24. The page may look different now.

Key findings

Automated classification: Sensitive Interaction Risk.

Domain age: less than 1 year (registration continuity).

No flags from the reputation services TrustSniffer consulted at assessment time.

The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Security Alert

Fortinet flagged this site in external intelligence checks, indicating elevated compromise/scam exposure that
requires immediate caution.

Sigma Client is a software-download website presenting Sigma Client 26.2 as a free Minecraft utility and cheat
mod for Fabric, with more than 200 combat, movement, rendering, automation, and server-bypass modules
delivered through a downloadable JAR file.

Scam/Impersonation Risk

The site presents a confirmed blacklist hit and other external threat detections, creating a material contradiction
to treating the download as trustworthy. The homepage promotes “server profiles” designed to bypass major
anticheat systems, claims “Zero-Tick Totem” protection and “Sub-Tick” combat behavior, and advertises
counters such as “50k+ Downloads” and “0ms Totem Latency”; these claims are not independently substantiated
in the supplied material. The site also asserts that the software is open-source, audited, and free of telemetry,
but those assertions do not neutralize the risk associated with executing an unverified binary. No login, payment,
credential-collection, or brand-impersonation flow was observed, so the principal concern is malicious or
unwanted software exposure rather than credential phishing. The site’s identity is not independently verified.



EVIDENCE

The homepage offers Sigma Client 26.2 as a single downloadable JAR containing 200+ modules,
including combat, automation, movement, and anticheat-bypass functionality.

External reputation evidence records a confirmed blacklist hit and two suspicious detections, while
malicious detection by one major browser-safety source was not recorded.

Domain registration telemetry records creation on 2026-08-07 and an age of 0.13 years.

Regulatory Verification Notes

The available site material does not establish a verifiable operating entity, licensing position, or accountable
publisher. Its stated model is a free software distribution service with no subscriptions or payment flow, so
conventional financial-services licensing is not apparent; however, the absence of a clear corporate identity,
publisher accountability, or independently verifiable audit documentation remains a significant transparency gap
for software intended to be executed locally. The registrar is identified, but registrar information alone does not
verify the operator. The valid transport certificate confirms encrypted delivery, not legitimacy.

EVIDENCE

The homepage states “100% Free” and “No subscriptions,” with no payment or account workflow
observed.

The supplied site content does not present a licensing authority, registration number, or independently
verifiable corporate operator.

TLS uses issuer WE1 with DV validation and is valid to 2026-11-08 06:57:10 UTC.

The domain is registered through Web Commerce Communications Limited dba WebNic.cc, with an
expiration date of 2027-08-07.

What to Verify Next

Before any execution, an enterprise or user should obtain a publisher-controlled cryptographic hash and a
verifiable code-signing signature for the JAR, then compare the file against an independently obtained release
through a separate channel. Any claimed open-source repository and audit should be reached through an
independently confirmed project identity rather than relying solely on links or statements presented by the site.
The publisher’s legal identity and support channels should also be confirmed through an independent offline or
established external route before engagement. Credentials, sensitive data, and privileged system access should
not be provided to the site or its software while those checks remain incomplete.

EVIDENCE

The installation and download material centers on execution of a single JAR file, making file-integrity
and publisher-authentication checks directly relevant.

The homepage makes open-source and audit claims but the supplied evidence does not independently
validate those claims.

The site presents no account or payment flow, so verification should focus on publisher identity, binary
integrity, and execution safety.



Summary Verdict

The overall posture is low trust, with elevated risk for sensitive interaction and software execution. The available
evidence does not support treating the website as an established or dependable counterpart, and its apparent
legitimacy remains unverified.

Infrastructure Integrity

The site is served through Cloudflare’s CDN/WAF infrastructure on AS13335, with all observed addresses
representing CDN edge servers and no origin server address observable in this analysis. This architecture can
reduce direct exposure of the origin and limit some network-level attack surface, but it is a mitigating control
rather than evidence that the operator or downloadable software is legitimate.

EVIDENCE

Hosted on AS13335, CLOUDFLARENET — Cloudflare, Inc., US; observed edge address:
104.21.21.227.

Cloudflare CDN/WAF protection is present, with four observed edge addresses and zero identified origin
candidates.

Closing Assessment

Prospective users should restrict activity to non-sensitive review and obtain independent confirmation of the
publisher and file integrity before downloading or executing any software.

Written analysis generated 2026-09-24 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

1 finding contributed to this verdict, raised by registration and ownership.

01  Governance Risk

The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE

Identity verification

Status UNVERIFIED

Identity score 30/100

Identity verification confidence 50%

No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of sigmaclient.org.

The request stayed on sigmaclient.org. It was not redirected to another domain. CLEAR



Registration is published under Web Commerce Communications Limited dba WebNic.cc. CLEAR

DNS for this domain is served by cloudflare.com, across 2 name servers. NOTED

The registration is paid up to 2027-08-07. NOTED

It is hosted on CLOUDFLARENET, from a server in US. NOTED

Domain intelligence

Registrar Web Commerce Communications Limited dba WebNic.cc

Hosting CLOUDFLARENET - Cloudflare, Inc., US

Country US

Server IP 2606:4700:3034::6815:15e3

Name servers andy.ns.cloudflare.com, brenna.ns.cloudflare.com

SSL issuer WE1

SSL expiry 2026-11-08

Domain age 0.13 years (continuous registration)

Domain expiry 2027-08-07

Archive first seen Not available

Archive snapshots 0

Reputation VirusTotal: 0 flagged | AbuseIPDB: 0 reports | Google Safe Browsing: 0
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about sigmaclient.org at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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