TrustSniffer Assessed 2026-08-17

Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is telstra.com.au safe? TrustSniffer's moderate-trust assessment:
65/100

telstra.com.au

Verdict
telstra.com.au is moderately trusted.
65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.
(Governance Risk) (Dynamic Interaction Caution)
MODERATE TRUST Assessed 2026-08-17 by automated analysis. Classification confidence 45%.
What this site appears to be Official Telstra site pages offering devices, plans, promotions, Telstra Plus

rewards and customer support. Provides commerce and account access
features with standard corporate disclosures and help resources.

Evidence status and limitations

Evidence completeness:

» The real-world operator identity was not independently verified.

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age Not available NOTED

No registration record was returned

Web archive Never archived WATCH

No public history of this site

Certificate Encrypted connection NOTED
Issued by DigiCert EV RSA CA G2



The page as captured

https://www.telstra.com.au/

c '\;ﬁ-' Sign In

Q| Search Telstra

Telstra Personal

What telstra.com.au served when TrustSniffer captured it on 2026-08-17. The page may look different now.

Key findings

o Automated classification: Governance Risk.

« No flags from the reputation services TrustSniffer consulted at assessment time.

Full analysis

Overview

This website presents itself as Telstra’s corporate telecommunications portal, offering mobile devices and plans,
home internet and nbn services, accessories, promotions, Telstra Plus rewards, customer support, and account
access. Its apparent business model is the sale of telecommunications devices, subscriptions, bundled services,
and related add-ons.

Scam/Impersonation Risk

No contradictions were observed: the captured pages showed no phishing, brand-impersonation, blacklist, or
malicious-content indicators. The homepage includes a conventional sign-in function alongside commerce and
support features, with no hidden sensitive forms or untrusted form destinations identified. Dynamic testing did
produce one suspicious inline-script observation, substantial post-interaction page changes, and elevated
console errors; these are interaction-integrity signals that merit technical awareness but do not, in this evidence
set, establish impersonation or a scam.



EVIDENCE

» The homepage presents Telstra-branded mobile, internet, accessory, promotion, rewards, sign-in, and
support functions, with no page-level red flags.

« External reputation checks recorded 0 malicious and 0 suspicious detections, with the domain ranked
7562 globally and within the top 1 million.

« Homepage behavior recorded 1 suspicious inline script, a maximum post-interaction DOM difference of
3312, and 20 console errors; no wallet-drainer, clipboard-hijack, hidden-form, or external-password-form
behavior was detected.

Regulatory Verification Notes

The available evidence is consistent with an established corporate telecommunications website, but the real-
world operator connection remains likely rather than independently verified. The captured pages provide
standard corporate disclosures and help resources; however, no telecommunications license or registration
number is presented in the supplied page findings, so regulatory status should be confirmed through the
applicable Australian registry or regulator before high-value commercial reliance. Registration records identify
Telstra Corporation Ltd as the owner and Corporation Service Company (Aust) Pty Ltd as registrar, while the site
uses a DigiCert EV certificate naming Telstra Limited; these are supportive identity signals, but they should not
be treated as conclusive proof of the operating legal entity.

EVIDENCE

» Registration records identify owner Telstra Corporation Ltd and registrar Corporation Service Company
(Aust) Pty Ltd.

» The site's transport encryption uses a DigiCert EV RSA CA G2 certificate with EV validation, subject
organisation Telstra Limited, valid through 2027-03-19T23:59:59+00:00.

» The homepage contains three forms for search, sign-in, and contact/support, and links to Telstra’s
Facebook, X, Instagram, and YouTube profiles.

What to Verify Next

Before high-value purchases, service commitments, or sensitive account changes, confirm that the relevant
legal entity and any applicable telecommunications authorisations correspond with the official Australian registry.
Review the applicable terms, cancellation, delivery, refund, and account-recovery provisions on the site, and
independently confirm official support channels through a previously established Telstra statement or offline
customer-service route. For account access, ensure that the session remains on the expected Telstra domain
and that any payment or identity-verification request is consistent with the selected service.

EVIDENCE

» The homepage provides links to support, account sign-in, mobile activation, payments, and prepaid
recharge functions for review.

» The homepage identifies promotional terms and conditions, including trade-in and nbn offer conditions.

» The support and contact functions provide the appropriate pages for checking service, recovery, and
escalation procedures.



Summary Verdict

The website has a moderate-trust posture: its content, corporate presentation, clean threat indicators, and
supporting technical signals are consistent with a legitimate Telstra service portal, while independent operator
verification and dynamic interaction behavior prevent a fully conclusive assessment. No scam or impersonation
contradiction is present in the supplied evidence.

Infrastructure Integrity

The site is served through Amazon infrastructure and the observed service is categorized as a content-delivery
network, which provides a normal operational mitigation against direct exposure of a single service endpoint.
This infrastructure is a supporting control only and is not, by itself, proof of legitimacy.

EVIDENCE
» Served from AS16509 (AMAZON-02 - Amazon.com, Inc., US).
e Observed hosting IP: 108.156.22.8.

» Hosting location recorded as the United States, with Amazon.com, Inc. identified as the hosting
organisation.

Closing Assessment

Ordinary browsing and routine service use are proportionate to the evidence, while independent confirmation is
appropriate before high-value transactions, major account changes, or disclosure of particularly sensitive
information.

Written analysis generated 2026-08-17 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, behaviour in a sandbox.

01 Governance Risk

» The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE




02 Dynamic Interaction Caution

« The page replaced a large part of its own content after loading.
Behaviour in a sandbox rule:BEHAV_DOM_CHANGE _HIGH

« The page sent data to a destination TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_POSTS

« Alarge share of what the page loaded came from other domains.
Behaviour in a sandbox rule:BEHAV_EXTERNAL_RATIO_MODERATE

« The page carried inline scripts written in a style TrustSniffer treats as suspicious.
Behaviour in a sandbox rule:BEHAV_SUSPICIOUS_INLINE_SCRIPTS

« The page made background requests to destinations TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_XHR

» The page exchanged network traffic with destinations TrustSniffer does not recognise.
Behaviour in a sandbox rule:BEHAV_NONWHITELISTED_TRAFFIC

» The structure of the page changed sharply while it was loading.
Behaviour in a sandbox rule:BEHAV_DOM_DENSITY_SPIKE

» The page rewrote itself after it was interacted with, so what a visitor first sees is not what they end up

on.
Behaviour in a sandbox rule:BEHAV_DOM_DIFF_AFTER_INTERACTION

Identity verification

Status LIKELY
Identity score 79/100
Identity verification confidence 78%

e Trusted social count=3

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of telstra.com.au.

« The request stayed on telstra.com.au. It was not redirected to another domain.
« Registration is published under Corporation Service Company (Aust) Pty Ltd.
» DNS for this domain is served by akam.net, across 8 name servers.

« Itis hosted on AMAZON-02, from a server in US.

Domain intelligence

Registrar Corporation Service Company (Aust) Pty Ltd
Hosting AMAZON-02 - Amazon.com, Inc., US

Country us



Server IP

Name servers

SSL issuer

SSL expiry
Domain age
Domain expiry
Archive first seen
Archive snapshots

Reputation

About this assessment

2600:9000:2368:a2200:17:876d:b540:93a1

a1-185.akam.net, al11-66.akam.net, a18-64.akam.net, a2-65.akam.net, a28-
66.akam.net, a3-65.akam.net, adns@5.bigpond.com, adns@6.bigpond.com

DigiCert EV RSA CA G2

2027-03-19

Not available (no registration date was returned)
Not available

Not available

0

VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

A trust score summarises the evidence TrustSniffer could collect about telstra.com.au at assessment time. It is a

starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a

legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,

hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that

evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can

change after it is assessed.

This report online: https://trustsniffer.com/report/telstra.com.au - assessed 2026-08-17



