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Automated first-party analysis
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Is vnu.edu.vn safe? TrustSniffer's moderate-trust assessment: 65/100

vnu.edu.vn

Verdict
vnu.edu.vn is moderately trusted.

65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.
(Safe for Read-OnIy>
MODERATE TRUST Assessed 2026-08-13 by automated analysis. Classification confidence 55%.
What this site appears to be Official website of Bai hoc Quéc gia Ha Ndi (Vietnam National University,

Hanoi). Provides institutional information, member units, academic programs,
research activities, news, admissions, and contact details. Appears to be an
established public university portal in Vietnamese.

Evidence status and limitations

Evidence completeness:

« The real-world operator identity was not independently verified.

» Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age Not available NOTED

No registration record was returned

Web archive Never archived WATCH

No public history of this site

Certificate Encrypted connection NOTED

Issued by GlobalSign GCC R46 OV TLS CA 2025



The page as captured

No screenshot is retained for this report.
Key findings

» Automated classification: Safe for Read-Only.
» No flags from the reputation services TrustSniffer consulted at assessment time.

« The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Overview

The website is the institutional portal of Pai hoc Qudc gia Ha Noi (Vietnam National University, Hanoi),
presenting university governance, member institutions, academic programmes, admissions, research, news,
student services, administrative information, and contact details. Its apparent purpose is to provide public-facing
information and institutional services for an academic organization rather than to conduct direct commercial or
financial transactions.

Scam/Impersonation Risk

No contradictions were observed. The homepage and institutional navigation consistently present the site as a
Vietnamese national university portal, with no detected phishing form, brand-impersonation indicator, malicious
external reputation finding, or high-risk behavioral pattern. The content is substantive and internally coherent,
covering organizational structure, academic activity, research, admissions, public documents, and institutional
contacts. The available evidence supports an apparently legitimate institutional purpose, although the real-world
operator has not been independently verified.

EVIDENCE

» The homepage identifies Dai hoc Qudc gia Ha N6i and provides extensive institutional sections covering
history, mission, governance, member universities, admissions, research, public documents, finance,
and student services.

» The site analysis found no login form, sensitive form, hidden form, wallet connection, clipboard activity,
suspicious script, cloaking, or untrusted form destination.

» External reputation checks recorded zero malicious and zero suspicious detections, with no phishing or
blacklist finding; the domain has a strong established traffic footprint.

Regulatory Verification Notes

The site’s apparent business model is educational and informational, supported by institutional funding, tuition,
research activity, and university services rather than direct financial solicitation. Its pages expose organizational,
administrative, legal-document, quality, financial, and annual-report sections, which is consistent with an
institutional portal. However, the available material does not independently verify the operator’s legal identity,
and no specific licence or registration number is identified in the supplied page evidence; this is a transparency
and verification matter, not evidence of a scam. A third-party broker-oriented dataset produced no match, but
that signal has limited relevance to a university website.



EVIDENCE

o The institutional navigation includes “Van ban phap quy,” online administrative procedures, public
disclosures, education quality, financial information, and annual reports.

« The site’s transport encryption uses an OV certificate issued by GlobalSign GCC R46 OV TLS CA 2025,
valid through 2027-02-15.

» Hosting resolves to AS45542, operated by VNU-AS-VN - VietNam National University Ha Noi, VN.

What to Verify Next

Before sensitive or high-value activity, an organization should confirm the university’s official contact details and
any relevant service endpoint through an independently sourced institutional directory or offline channel. Where
an interaction involves admissions, payment, document submission, or account access, the responsible
department, payment recipient, and applicable institutional procedure should be confirmed before proceeding.

EVIDENCE

» The site provides dedicated admissions, academic-programme, administrative-procedure, and contact
sections that can be used to identify the relevant institutional department.

» The published content is informational in character and does not present a direct commercial transaction
or financial-investment workflow.

« The site’s identity is presented consistently across its institutional overview, governance, academic,
research, and news areas, but independent operator verification remains incomplete.

Summary Verdict

The website presents a coherent, established-looking academic identity and has a moderate-trust posture with
no observed scam, phishing, or impersonation contradiction. Ordinary informational use is proportionate, while
sensitive or high-value interactions warrant independent confirmation of the responsible institutional channel.

Infrastructure Integrity

The site is hosted directly within AS45542 under VietNam National University Ha Noi, with no CDN detected and
two likely origin addresses identified. This direct institutional hosting is a useful consistency signal, but hosting
alignment alone does not independently prove the operator’s legal identity. The OV TLS certificate issued by
GlobalSign provides validated transport protection for the connection.

Closing Assessment

The site is suitable for routine informational use, with independent confirmation recommended before submitting
sensitive information, transferring funds, or relying on consequential institutional instructions.

Written analysis generated 2026-08-13 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.



Identity verification

Status UNVERIFIED
Identity score 55/100
Identity verification confidence 60%

« |dentity verified on page

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of vnu.edu.vn.

« The request stayed on vnu.edu.vn. It was not redirected to another domain.
« Itis hosted on VNU-AS-VN, from a server in VN.

Domain intelligence

Registrar Not available

Hosting VNU-AS-VUN - VietNam National University Ha Noi, VN

Country VN

Server IP 112.137.143.67

Name servers Not available

SSL issuer GlobalSign GCC R46 OV TLS CA 2025

SSL expiry 2027-02-15

Domain age Not available (no registration date was returned)

Domain expiry Not available

Archive first seen Not available

Archive snapshots 0

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about vnu.edu.vn at assessment time. It is a
starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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