TrustSniffer Assessed 2026-08-03
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is wealthtec.co.za safe? TrustSniffer's low-trust assessment: 40/100

wealthtec.co.za

Verdict
wealthtec.co.za is low-trust and potentially risky.
40 Several risk patterns were present. Do not send money or personal details
OUT OF 100 until you have verified this business another way.
(Sensitive Interaction Risk>
LOW TRUST Assessed 2026-08-03 by automated analysis. Classification confidence 70%.
What this site appears to be Wealthtec Holdings presents an integrated South African financial-services

ecosystem covering debt rehabilitation, advisory support, education, property-
backed debt settlement, beneficiary protection, and emergency assistance. The
page provides contact details, a physical Pretoria address, testimonials, policy
links, and a callback form collecting contact details and an optional ID number,
but the supplied content does not show regulatory credentials or independent
substantiation for its substantial financial and legal claims.

Evidence status and limitations

Evidence completeness:

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 36 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age 4.9 years old CLEAR

Registered history

Web archive Archived since 2025 CLEAR

11 snapshots



Certificate Encrypted connection

Issued by WE1

The page as captured

No screenshot is retained for this report.

Key findings

» Automated classification: Sensitive Interaction Risk.
« Domain age: 3 to 10 years (registration continuity).
» Public web-archive history exists since 2025.

» VirusTotal and Google Safe Browsing had no flags for this domain; its hosting IP carries AbuselPDB reports
below the confidence level TrustSniffer treats as a flag.

Full analysis

Overview

The website presents Wealthtec Holdings as a South African financial-services provider offering debt
rehabilitation, credit-score restoration, financial advice, property-equity debt settlement, financial education,
beneficiary-protection products, emergency assistance, and personal-finance calculators, with prospective
clients acquired through a callback request form.

Scaml/impersonation Risk

No identity contradictions, brand impersonation, phishing behavior, or confirmed malicious-domain findings were
observed. The registered organization matches the name displayed on the website, while the domain’s multi-
year registration and consistent available archive record provide limited but coherent provenance. The callback
form accepts contact information and an optional identity number; because this is sensitive personal data,
submission should follow independent confirmation that the visitor is dealing with the intended organization.
Reports associated with the observed IP address are a contextual reputational signal only: that address is
shared delivery infrastructure, and the domain itself was not identified as malicious or suspicious by the
evaluated threat sources.

« The homepage identifies the business as Wealthtec Holdings, consistent with the organization recorded in
the domain-registration record.

« The domain record shows registration by Wealthtec Holdings through DIAMATRIX C.C.: registered 2021-09-
23 (~4.86 years old), with expiry on 2026-09-23.

« The archive record contains 11 snapshots spanning 2025-09-13 to 2026-05-11 (2 years tracked), with no
detected repurposing or semantic drift.

» The homepage contains one callback and contact form accepting personal information and an optional
government ID number; no login form, hidden form, cloaking, credential exfiltration, or suspicious inline
scripts were detected.

Regulatory Verification Notes

The supplied homepage content does not display a financial-services licence, regulatory authority, registration
number, or independently substantiated basis for its financial and legal claims. This is a disclosure-verification



gap, not evidence of impersonation or fraud. The site claims more than seven years of experience, more than
3,900 clients assisted, and over R390 million in debt settled, but the reviewed content supplies no independent
support for those figures. Its legal and financial scope makes confirmation of the relevant authorisations and
accountable operating entity important before entering a paid engagement or relying on advice.

« The homepage presents policy links, a Pretoria physical address, telephone details, testimonials, and
detailed service descriptions, but the reviewed content shows no regulatory credentials.

» The homepage displays the claimed operational statistics “7+ Years Experience,” “3,909+ Clients Helped,”
and “R390M+ Debt Settled.”

« The site has a top-one-million traffic presence at rank 212,145, but low measured page authority and no
matched third-party broker profile.

» The hosting artifact is served from AS13335 (CLOUDFLARENET — Cloudflare, Inc., US); the site’s transport
encryption uses a WE1-issued DV TLS certificate valid to 2026-10-24.

What to Verify Next

Before a high-value financial engagement or disclosure of identity information, the prospective client should
obtain the exact contracting entity name and registration particulars, confirm any required financial-services,
credit, insurance, debt-relief, or legal authorisations directly with the relevant South African registries, and
request documentary support for material performance claims. The physical office and official contact channels
should also be confirmed through an independent route, and the privacy terms should be reviewed for the
purpose, retention, sharing, and protection of identity data.

« The homepage describes services spanning debt rehabilitation, advisory support, property-backed
settlement, beneficiary protection, and emergency assistance, creating several distinct authorisation
guestions.

» The callback form makes the identity-number field optional, allowing initial contact without providing that
sensitive identifier.

» The homepage supplies a physical Pretoria address and telephone contact that can be independently
corroborated.

» The website provides policy links and consumer resources that can be reviewed before accepting services or
sharing personal information.
Summary Verdict

The website has a partially established and internally coherent identity, with no observed scam, phishing,
impersonation, or malicious-domain contradiction. Its overall posture remains unverified for consequential
financial reliance because the available evidence does not independently establish the authority or support
behind its high-stakes claims.

Infrastructure Integrity

The website uses a mainstream CDN/WAF deployment, and all observed addresses were edge servers rather
than confirmed origin infrastructure. This reduces direct origin exposure and provides a conventional protective
layer, but it does not establish the legitimacy or regulatory standing of the business.

Closing Assessment

Routine browsing and ordinary account interaction are proportionate, while high-value commitments and
sensitive-data submission should follow completion of the independent checks set out above.



Written analysis generated 2026-08-03 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate
from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of wealthtec.co.za.
« The request stayed on wealthtec.co.za. It was not redirected to another domain.

» Registration is published under DIAMATRIX C.C..
« DNS for this domain is served by cloudflare.com, across 2 name servers.

« The registration is paid up to 2026-09-23.

» The earliest public archive of this site is from 2025-09-13.
e |tis hosted on CLOUDFLARENET, from a server in AE.

Domain intelligence

Registrar DIAMATRIX C.C.

Hosting CLOUDFLARENET - Cloudflare, Inc., US
Country AE

Server IP 185.158.133.1

Name servers chip.ns.cloudflare.com, jo.ns.cloudflare.com
SSL issuer WE1

SSL expiry 2026-10-24

Domain age 4.9 years

Domain expiry 2026-09-23

Archive first seen 2025-09-13

Archive snapshots 11

Reputation VirusTotal: @ flagged | AbuseIPDB: 36 reports | Google Safe Browsing: @

matches



About this assessment

A trust score summarises the evidence TrustSniffer could collect about wealthtec.co.za at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.

This report online: https://trustsniffer.com/report/wealthtec.co.za - assessed 2026-08-03



