TrustSniffer Assessed 2026-08-03
Automated first-party analysis

WEBSITE TRUST & FRAUD REPORT trustsniffer.com

Is weshop.com.co safe? TrustSniffer's moderate-trust assessment:
65/100

weshop.com.co

Verdict
weshop.com.co is moderately trusted.
65 Most signals looked ordinary, and some evidence was missing. Read the
OUT OF 100 checks below before you pay or hand over personal details.
(Sensitive Interaction Risk)
MODERATE TRUST Assessed 2026-08-03 by automated analysis. Classification confidence 70%.
What this site appears to be Official-looking Colombian ecommerce storefront for WeShop by Postobén,

offering clearly priced beverages, foods, liquor, merchandise, and promotional
bundles. The page provides delivery-location controls, customer support, return
and data policies, a corporate name, NIT, telephone number, email address,
and physical address, with no evident phishing, investment, crypto, or
impersonation signals.

Evidence status and limitations

Evidence completeness:

« Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines None flagged it CLEAR
VirusTotal

Google Safe Browsing Not listed CLEAR
Google

Abuse reports on the host 0 reports NOTED

AbuselPDB; shared hosting inflates this count

Domain age Not available NOTED

No registration record was returned

Web archive Archived since 2024 CLEAR

48 snapshots



Certificate Encrypted connection

Issued by Amazon RSA 2048 M04
The page as captured
No screenshot is retained for this report.

Key findings

Automated classification: Sensitive Interaction Risk.

Public web-archive history exists since 2024.

No flags from the reputation services TrustSniffer consulted at assessment time.

» The operator behind the site could not be independently connected to a real-world brand or person.

Full analysis

Overview

WeShop by Postobdn is a Colombian ecommerce storefront selling beverages, food, alcoholic drinks,
merchandise, and promotional bundles directly to consumers, with location-based product availability and home
delivery.

No phishing, brand-impersonation, or conflicting legal-identity indicators were observed. The storefront presents
a coherent retail model under the WeShop by Postob6n name, and its product catalogue, pricing, delivery
workflow, and customer-service content are mutually consistent. Historical records show continuity rather than
suspicious repurposing. Evaluated threat-intelligence sources and observed browser behavior found no
malicious activity, cloaking, hidden forms, wallet interactions, or untrusted form destinations.

The storefront identifies Postobdn S.A. and reportedly publishes a NIT, telephone number, physical address,
customer-service details, and return and data-handling policies. These are meaningful commercial-identity
disclosures, although the supplied evidence does not independently validate the corporate relationship or
establish the full governance chain behind the domain. Ownership and governance therefore remain opaque,
and the on-page disclosure state is unclear. No regulatory licence is claimed, no third-party regulation was
established, and regulatory confidence is low. For an ordinary retail operation, the absence of a sector-specific
licence claim is not inherently anomalous. The relevant due-diligence issue is independent confirmation of the
disclosed legal entity and its authority to operate the storefront, rather than evidence of illicit activity.

Before a high-value order or other sensitive transaction, the published NIT and company details should be
matched against the applicable Colombian corporate registry, and the storefront’s authorization should be
confirmed through an independently sourced Postobén channel. Purchasers should also review the current
delivery, return, refund, privacy, and alcohol-sale conditions before payment, particularly where location affects
inventory or fulfilment.

The website presents a moderate and credible trust posture, reflected in a trust score of 65.0 and supported by
coherent commercial content, historical continuity, clean threat telemetry, and consistent technical behavior. No
contradictory or active threat evidence was identified, but the operator-domain relationship is not fully
independently substantiated by the supplied evidence. No trust band was assigned.

The site uses AWS CloudFront as its CDN/WAF, with all four observed addresses operating as edge servers.
The origin server was not exposed during the assessment, which reduces direct attack-surface visibility but also



prevents independent inspection of the underlying host; this is a mitigating infrastructure control, not proof of
legitimacy.

Routine browsing, account login, and ordinary retail use are reasonable; independent entity confirmation

remains appropriate before high-value or unusually sensitive transactions.

« The homepage consistently presents “WeShop by Postobdn” as a food-and-beverage retailer and contains
no investment, cryptocurrency, or deceptive brand claims.

« External reputation checks recorded 0 malicious and 0 suspicious detections, no threat-list hit, and no
reported abuse against the observed infrastructure.

» The domain is approximately 2.21 years old, corresponding to an establishment period in 2024.

» Web archives contain 48 snapshots from 2024-05-18 through 2026-01-07, spanning 3 tracked years, with no
semantic drift or suspicious repurposing identified.

» The homepage provides a corporate name, NIT, telephone number, physical address, and policy information
alongside the retail offering.

» The site presents return and personal-data policies as part of its customer-facing commercial disclosures.
e The site is served from AS16509 (AMAZON-02 — Amazon.com, Inc., US).
« Transport encryption uses a DV certificate issued by Amazon RSA 2048 M04, valid until 2026-11-19.

» The homepage requests a shipping address and offers map-assisted address selection; the form was
observed to remain on a trusted destination.

» The storefront adjusts available products and delivery estimates according to the selected Colombian city
and neighbourhood.

» The homepage advertises free shipping subject to a minimum order of COP 40,000.

» The observed checkout-related behavior required JavaScript and cookies, with no hidden sensitive form or
external credential submission detected.

Written analysis generated 2026-08-03 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

No rule findings contributed to this verdict.

Identity verification

Status UNVERIFIED
Identity score 30/100
Identity verification confidence 50%

« No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate
from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of weshop.com.co.

» The request stayed on weshop.com.co. It was not redirected to another domain.



« The earliest public archive of this site is from 2024-05-18.
e |tis hosted on AMAZON-02, from a server in US.

Domain intelligence

Registrar Not available

Hosting AMAZON-02 - Amazon.com, Inc., US

Country us

Server IP 3.164.68.63

Name servers Not available

SSL issuer Amazon RSA 2048 Mo4

SSL expiry 2026-11-19

Domain age Not available (no registration date was returned)

Domain expiry Not available

Archive first seen 2024-05-18

Archive snapshots 48

Reputation VirusTotal: @ flagged | AbuseIPDB: @ reports | Google Safe Browsing: @
matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about weshop.com.co at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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