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Is xenonclient.com a scam? TrustSniffer's high-risk assessment: 5/100
xenonclient.com

Verdict

5
OUT OF 100

CRITICAL RISK

xenonclient.com shows high-risk / scam indicators.

This assessment found strong scam indicators. Do not pay, sign in, or
share personal details with this site.

Sensitive Interaction Risk Governance Risk

Assessed 2026-09-28 by automated analysis. Classification confidence 55%.

What this site appears to be Site advertises and provides a downloadable Minecraft PvP cheat client named
Xenon Client with many automated combat and utility modules and a short
installation guide. It disclaims affiliation with Mojang. No clear corporate identity,
contact, or payment transparency is present; several claims suggest
evasive/anti-detection techniques.

Compromised host notice

A threat-intelligence feed listed a file on xenonclient.com as distributing malware (last seen 2026-09-28).
TrustSniffer's evidence indicates that the site itself was compromised: the listing concerns a file placed on it by
someone else, and the site's owner is most likely a victim, not the actor.

Until the file is removed, downloading anything from this site is not safe. If you run this site, remove the listed
file, update the site software and its plugins, change its passwords and review it for other unauthorized changes.

Evidence status and limitations

Evidence completeness: UNKNOWN

The real-world operator identity was not independently verified.

Module-level completeness metadata is unavailable for this legacy report.

At a glance

The checks that decide most of this verdict.

Malware engines 15 flagged it
VirusTotal

RISK

Google Safe Browsing Not listed
Google

CLEAR



Abuse reports on the host 0% confidence
AbuseIPDB, 0 reports; shared hosting inflates reports

CLEAR

Domain age 3.6 years old
Registered history

CLEAR

Web archive Archived since 2023
Public history exists

CLEAR

Certificate Encrypted connection
Issued by YR2

NOTED

The page as captured

https://xenonclient.com/

What xenonclient.com served when TrustSniffer captured it on 2026-09-28. The page may look different now.

Key findings

Automated classification: Sensitive Interaction Risk.

Domain age: 3 to 10 years (registration continuity).

Public web-archive history exists since 2023.

At least one reputation service TrustSniffer consulted had flagged this domain at assessment time.

Full analysis

Security Alert

Fortinet, Sophos flagged this site in external intelligence checks, indicating elevated compromise/scam
exposure that requires immediate caution.

This website presents Xenon Client, a downloadable Minecraft PvP cheat client marketed as an “Ultimate PvP
Experience,” with automated combat, movement, rendering, and utility functions for Minecraft launchers



including Feather, Prism, and Lunar. Its apparent purpose is to distribute a game-modification JAR through a
short Fabric Loader installation workflow.

Scam/Impersonation Risk

The site presents a material security concern rather than a conventional identity-impersonation case. External
reputation checks recorded a confirmed blacklist hit, including 15 malicious and 2 suspicious detections, with
threat detections from Fortinet and Sophos. The homepage promotes features such as Aim Assist, Trigger Bot,
Auto Crystal, Ping Spoof, Fake Lag, Pack Spoof, Self Destruct, and Memory Obfuscator; this combination is
consistent with software designed to automate gameplay and evade detection, increasing the risk associated
with downloading and executing the advertised JAR. The site also describes the client as “Hidden & Secure”
without supplying independent evidence supporting that claim. No conflicting legal-entity names or suspected
brand impersonation were observed, but the external detections and blacklist status are sufficient to establish a
serious contradiction to ordinary trust expectations.

EVIDENCE

The homepage advertises the Xenon Client download and lists automated combat, spoofing,
obfuscation, and self-destruct modules.

The installation section instructs visitors to download a JAR file, install Fabric Loader and Fabric API,
place both files in the Minecraft mods folder, and launch the client.

External reputation telemetry recorded 15 malicious detections, 2 suspicious detections, and a
confirmed blacklist status; Fortinet and Sophos were identified among the flagged vendors.

Domain telemetry records WHOIS creation on 2026-01-22T18:44:47Z with an age of 0.68 years; the
historical record lists 20 snapshots spanning 2023-03-21T14:19:10Z through 2026-06-21T18:47:21Z
across 4 years tracked.

Regulatory Verification Notes

The available site content does not establish a clearly identified corporate operator, licensing position, payment
model, or accountable support channel. The homepage includes a disclaimer of affiliation with Mojang, but that
disclaimer does not identify the operator or independently substantiate the software’s legal or security status.
Monetization and value flow are also unclear because no visible storefront, subscription terms, donation terms,
or payment-protection information were identified. These are disclosure deficiencies requiring verification; they
are distinct from the external threat findings addressed above. The site’s independently verified identity remains
unconfirmed.

EVIDENCE

The homepage identifies the product as “Xenon Client” but does not present a clear company name,
registration detail, licence number, or accountable business address.

The homepage and installation content contain no visible storefront, subscription terms, payment terms,
or return/refund policy.

The site’s transport certificate is DV-validated, issued by YR2, and valid until 2026-12-
26T08:50:35+00:00.

The site resolves through AS214351, associated with FEMOIT - FEMO IT SOLUTIONS LIMITED, GB.



What to Verify Next

The software should not be downloaded or executed unless an independent source provides a verifiable
operator identity, a cryptographically verifiable release history, and a trustworthy file hash or signature for the
specific JAR. Any proposed operator should be contacted through an independently sourced channel rather than
relying solely on site-provided details. A security team considering analysis should use an isolated, non-
production environment with no credentials, browser sessions, personal files, or network access to sensitive
systems. Any stated affiliation, distribution permission, or commercial arrangement should be confirmed directly
with the relevant rights holder or service provider.

EVIDENCE

The installation section requires a downloaded JAR to be placed in the local Minecraft mods directory.

The homepage provides a feature list and installation guide but does not present an independently
verifiable software-signing or release-authentication process.

The available content does not identify a clear operator or accountable support structure from which the
distribution could be independently validated.

Summary Verdict

The overall posture is critical trust risk. The available evidence does not support treating the website or its
downloadable software as trustworthy for sensitive interaction, and the confirmed external threat indicators
outweigh the site’s basic technical availability and presentation quality. Identity remains unverified.

Infrastructure Integrity

The website is protected by Cloudflare CDN/WAF infrastructure, and the observed address is an edge address
rather than an independently exposed origin. This provides a measure of network-layer protection and can
reduce direct origin exposure, but it does not validate the operator or the safety of the downloadable software.

Closing Assessment

Prospective users should refrain from downloading or executing the advertised software and should not submit
credentials or use the site in connection with sensitive systems unless the concerns above are independently
resolved.

Written analysis generated 2026-09-28 by the TrustSniffer Analysis Engine from the evidence in this report.

What the analysis found

2 findings contributed to this verdict, raised by registration and ownership, analysis engine, external reputation.

01  Governance Risk

The public registration record for this domain is incomplete.
Registration and ownership rule:KF_WHOIS_INCOMPLETE



02  Sensitive Interaction Risk

The analysis matched a pattern TrustSniffer treats as a direct threat to a visitor.
Analysis engine signal:direct_threat

An external threat feed lists this domain: either Google Safe Browsing marked it malicious, or a
significant number of malware engines flagged it.
External reputation rule:EXT_BLACKLIST_CRITICAL

Identity verification

Status UNVERIFIED

Identity score 30/100

Identity verification confidence 50%

No on-site identity signals detected

Identity verification measures whether the site can be independently connected to a real-world brand or person. It is separate

from the classification confidence.

What TrustSniffer observed

First-party facts recorded during the assessment of xenonclient.com.

The request stayed on xenonclient.com. It was not redirected to another domain. CLEAR

Registration is published under Web Commerce Communications Limited dba WebNic.cc. CLEAR

DNS for this domain is served by cloudflare.com, across 2 name servers. NOTED

The registration is paid up to 2027-01-22. NOTED

The earliest public archive of this site is from 2023-03-21. CLEAR

It is hosted on FEMOIT, from a server in SC. NOTED

Domain intelligence

Registrar Web Commerce Communications Limited dba WebNic.cc

Hosting FEMOIT - FEMO IT SOLUTIONS LIMITED, GB

Country SC

Server IP 196.251.107.204

Name servers ARIADNE.NS.CLOUDFLARE.COM, BRYCE.NS.CLOUDFLARE.COM

SSL issuer YR2

SSL expiry 2026-12-26

Domain age 3.56 years (continuous registration)

Domain expiry 2027-01-22

Archive first seen 2023-03-21



Archive snapshots Not counted (archive lookup incomplete)

Reputation VirusTotal: 15 flagged | AbuseIPDB: 0% confidence, 0 reports | Google

Safe Browsing: 0 matches

About this assessment

A trust score summarises the evidence TrustSniffer could collect about xenonclient.com at assessment time. It is
a starting point for your own judgement, not a guarantee: a high score means the signals were consistent with a
legitimately operated site, a low or critical score means several risk patterns were present.

TrustSniffer assesses a website from the evidence it can collect at a point in time: domain registration and age,
hosting and certificate, the content the site served, and third-party reputation feeds. A score is a summary of that
evidence, not a guarantee and not a legal finding. There is no human rating and no user review in it. A site can
change after it is assessed.
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